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Abstract—Malware increasingly conceals its most damaging
behaviors, exposing only a controlled surface to analysis systems.
Existing tools rely on expensive path exploration or brittle
evasion-specific heuristics, leaving analysts to manually determine
how to reveal hidden behavior. Although Large Language Models
(LLMs) offer new assistance, they often misidentify the code that
suppresses malicious activity.

We introduce LUMEN, an LLM-assisted system that identifies
decision points that hide behavior and constructs activation
methods to expose it. LUMEN combines domain-specific pre-
processing and post-processing with standard analyst tools,
enabling seamless use within existing pipelines. Evaluated on 22
malware families where the CAPE sandbox fails, LUMEN enables
CAPE to uncover severe malicious activity in 68 % of samples and
reveals 4x more behavior than JuanLesPIN, a system designed
to counter behavior-hiding techniques. LUMEN also outperforms
direct prompting of 12 LLMs in 64% of cases while significantly
reducing token usage, providing a practical path for scalable
LLM-assisted analysis.

Index Terms—Malware, Dynamic Analysis

I. INTRODUCTION

Malicious software continues to pose a severe global threat,
with escalating financial and operational impacts. In a single
incident in 2024, a ransomware attack caused over $800
million in damages [[1] and exposed sensitive data from more
than 100 million individuals [2]]. While automated defenses
are essential for mitigating large-scale threats, human analysts
must step in when malware’s true behaviors remain hidden.
These behaviors may be deliberately obscured through evasion
techniques or may depend on additional runtime configuration
details. Ugarte-Pedrero et al. [3]] found that malware that fails
to exhibit malicious behaviors in sandboxes constitutes the
vast majority of samples requiring manual analysis. Despite
significant automation and 900 hours of manual triage, they
estimated that analyzing the remaining samples would still
require the equivalent of 250 full-time analysts per day. This
daunting workload motivates the need for methods that help
uncover hidden malicious behaviors in malware [4]].

The recent emergence of advanced Large Language Models
(LLMs) presents a promising path to improve malware anal-
ysis. Commercially available LLMs have shown potential in
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reverse engineering [5]], binary analysis [6], and summarizing
the functionality of malicious code [7]-[9]. These models also
offer a flexible approach to locating code related to hidden
behaviors, a key advantage over rigid approaches that detect
specific techniques malware uses to hide malicious behaviors,
such as JuanLesPIN [10], MORRIGU [11]], and BluePill [12]].
Importantly, LLMs can be used directly, without additional
fine-tuning challenges, making automated support for analysis
workflows significantly more powerful.

Despite their promise, applying LLMs to uncover hidden
behaviors in real-world malware remains a significant chal-
lenge. Prior work on code summarization for malware [8]],
[9] requires analysts to manually locate the code of interest.
Using LLMs to automatically locate relevant code in malware
is a substantially harder problem, as success requires both un-
derstanding the binary code’s functionality and its operational
role within the malware sample, an area where LLMs strug-
gle [6], [13]]. In addition, malware analysis is a particularly
challenging domain as necessary information is spread across
the output of disparate tools and techniques, increasing the
risk of performance degradation due to insufficient [[14], [[15]
or extraneous [16] context.

In this work, we introduce LUMEN, a system that adapts
LLMs to effectively identify code that hides behaviors in real-
world malware and then automatically construct methods to
activate these hidden behaviors. Our methodology draws on
insights from academic research, industry best practices, and
conversations with professional malware analysts to systemati-
cally design domain-specific software components that address
LLMs’ limitations and analysts’ needs. We find that these
adaptations, which include context synthesis and multi-level
verification, significantly improve the ability of state-of-the-
art LLMs to locate code related to hidden behaviors.

Our contributions are as follows:

o We present a design and implementation of the first LLM-
assisted architecture for locating code responsible for
concealing malicious behaviors from dynamic analysis
and constructing activation methods, leveraging outputs
from common malware analysis tools.

o We introduce a malware dataset of samples from 22 mal-
ware families with behaviors identified by professional
analysts that remain unexposed by CAPE, a widely used
malware sandbox in academic [17], [18] and industry
settings [[19]]. Using this dataset, we demonstrate that LU-



MEN’s domain-specific adaptations improve the LLMs’
identification of code responsible for hiding behaviors in
64% of cases across twelve leading models. Addition-
ally, our system correctly identifies relevant code that is
completely missed by direct LLM usage in 38% of cases.

o« We show that LUMEN’s automatically generated acti-
vation methods significantly increase the behaviors ex-
posed by existing dynamic malware analysis systems. In
the CAPE sandbox, LUMEN uncovers severe malicious
behaviors in 68% of evaluated samples, all of which
previously revealed none. LUMEN also improves the
state-of-the-art JuanLesPIN analysis tool [[10]], which is
explicitly designed to neutralize behavior-hiding tech-
niques and maximize observable runtime activity [20].
Using LUMEN’s output, JuanLesPIN extracts four times
more APIs under their own measure of “externally visi-
ble effects,” demonstrating LUMEN’s ability to uncover
diverse root causes of hidden behaviors and its utility
across multiple analysis systems.

Overall, our results show that practical integration can be
achieved through a carefully designed modular architecture
instead of relying on increasingly large or costly models.

II. BACKGROUND

Malware analysts are often called upon for in-depth exam-
ination of malicious software, such as samples linked to an
ongoing incident or those used to inform future defenses [4].
In these scenarios, analysts rely on controlled execution en-
vironments like sandboxes to help expose malicious behav-
iors and to devise remediation strategies [21]]. Unfortunately,
this demanding job is made even more difficult by malware
samples that do not execute their malicious behaviors in
modern analysis environments. As a result, analysts are forced
into a tedious cyclic workflow, alternating between static
and dynamic analyses to locate and bypass these evasion
techniques [4]]. To address this challenge, it is critical to know
how malware’s true behaviors are concealed.

Hidden behaviors can arise for many reasons, but they
share a common root: mismatches between the malware’s
intended runtime environment and the analysis system. These
mismatches may result from deliberate tactics meant to hinder
analysis or from unintentional failures caused by missing
dependencies or unexpected environmental differences. This
shared structure produces consistent artifacts. Importantly,
malware often queries the execution environment through
Windows APIs or system callsp_-] to check for features such
as sandbox registry keys or language settings used to avoid
specific regions. If collected information differs from expected
values, intended behaviors often remain dormant as the mal-
ware exits or shifts to benign code paths. The choice of path
is typically made by a branch instruction, which we call the
decision point. These artifacts, namely environmental queries,
dormant malicious code, and decision points, provide key
signals for locating and eventually activating hidden behaviors.

IFor simplicity, we refer to both as APIs.

Locating hidden behaviors from a single artifact is chal-
lenging. Many APIs used to gather environmental information
or trigger malicious actions also appear in benign code,
making their purpose ambiguous. Environment-querying code
may be far removed from both the decision logic and the
dormant behaviors it guards, and obfuscation or packing can
further obscure functionality until runtime. Lacking clear links
between queries, decision points, and latent behaviors, it is
difficult to determine which code actually governs evasive
logic. Robust identification therefore requires reliably connect-
ing environmental checks, decision points, and their outcomes.

Making these connections is non-trivial. As prior successes
using off-the-shelf LLMs for malware-related tasks have
shown, selecting the appropriate text to provide the LLM in a
prompt, referred to as context, is especially important because
LLMs perform poorly when given too little 7] or too much
[22], [23]] information. Malware analysis complicates this even
further because it draws on multiple, complementary sources.
Static analysis reveals control flow and decision logic but lacks
details about environmental information gathered via APIs;
dynamic analysis exposes runtime behavior but omits dormant
code paths [4]. Therefore, effective LLM-assisted analysis
requires consolidating these disparate sources and following
design principles that mitigate known LLM weaknesses.

III. MOTIVATION

Motivated by the success of off-the-shelf LLMs in related
domains, we explore how well they can identify decision
points for hidden behaviors in real-world malware. This task
requires complex reasoning, including understanding the sig-
nificance of environmental queries, analyzing control flow, and
identifying paths that likely lead to malicious behaviors.

As a case in point, we prompt an advanced LLM, Claude
Sonnet 4, to identify branch instructions that act as decision
points for hidden behaviors. In this example, we use a real-
world sample from the Plead malware family, previously
analyzed by ESET [24]. We provide the LLM data from tools
commonly used by analysts: disassembly from IDA Pro and
dynamic execution traces (executed APIs and basic blocks)
from the CAPE sandbox, a popular open-source malware sand-
box used in academic [17], [18]] and industry [19] settings. To
satisfy input length constraints, we segment the disassembly
across multiple requests and aggregate the results.

With this approach, the LLM fails to identify the evasion
logic after producing 83 responses, the highest confidence of
which are shown in Fig. [l Many responses point to instruc-
tions that are non-branching or never executed, as shown in
the columns under “Verified”, which disqualifies them from
being the correct decision point. These results suggest that, in
their raw form, LLMs are inadequate in locating code relevant
to hidden behaviors. This is not too surprising a conclusion
given that LLMs are known to fail on complex problems [16],
especially those requiring extensive context [23]], [[25].

Rather, this failure illustrates the limitations of naively
applying LLMs without domain knowledge, even when the
necessary context is provided to the model. The problem posed



Claude Sonnet 4 Output (83 Responses) Verified
ot

= 8 -

o £ 3t

Branch g £ 2 3

Address © Branch Purpose a om0

0xA57B 10  Process termination decision point. X v X
Main configuration switch statement

0x3A928 10  that controls various malware features X X X

based on input parameters.

Checks if malware initialization suc-

0x3E634 9  ceeded - if initialization fails, malware v X X

exits early without executing payload.

Claude Sonnet 4 Output + LUMEN (1 Response)

Check if exactly 2 command-line ar-
guments are provided to proceed with v vV
password stealing functionality.
Reasoning: This branch instruction checks for exactly 2 command-line ar-
guments. If the condition fails (which is likely in a basic sandbox execution),
the malware exits early at 00004DB2 without executing the core malicious
functionality that includes memory allocation, registry access, and Outlook
password extraction (emphasis added). The subsequent code shows clear
malicious intent with Outlook-specific strings and registry key access, but
this early argument check prevents execution in sandboxes that don’t provide
the expected command-line parameters.

0x4DA7 9

Fig. 1: Comparison of candidate decision points identified by
Claude Sonnet 4 with and without our approach, sorted by
confidence. Verification indicates the response’s adherence to
expected properties of the correct decision point.

to the LLM is compounded by intermediate reasoning steps
forced upon it, such as identifying irrelevant code to safely
disregard and cross-referencing disparate data sources. After
systematically reviewing LLM workflow design guidelines
from research and industry, we found that applying sound en-
gineering practices, such as offloading intermediate reasoning
to traditional software components, can significantly enhance
the performance of off-the-shelf LLMs.

As part of developing our approach, we conducted IRB-
approved interviews with five professional malware analysts
from major security companies, each with more than ten years
of experience, to understand their requirements for a system
that assists in exposing hidden behaviors. Each interview
lasted about 1 hour. All participants reported that uncovering
such behaviors is highly time-consuming, and four expressed
that both diagnosing the root causes and devising activation
strategies demand substantial manual effort. When asked about
the capabilities of an ideal tool, analysts were divided between
prioritizing clearer explanations of the underlying causes of
hidden behaviors and desiring a dynamic analysis environ-
ment that automatically configures itself to the malware’s
operational requirements. Given that LLM-based systems can
introduce subtle or hard-to-detect errors, we also asked what
evidence would be necessary for them to effectively use or
trust such a system. In short, they consistently emphasized
that adoption would require outputs that can be readily cross-
validated against existing, trusted analysis tools.

Guided by these insights, we developed LUMEN (LLM-

assisted Understanding of Malware EvasioN), an end-to-end
system designed to help uncover malware behaviors that
remain hidden even from state-of-the-art dynamic analysis
systems. Rather than introducing an entirely new dynamic
analysis system, our goal is to work in tandem with existing
runtime environments to expose even more behaviors.

A. Guiding Principles

LUMEN’s design is guided by five principles (which influ-
ence the steps in Fig. [2) distilled from best practices [26]-[31]]
and interviews with malware experts.

Pl: Leverage domain-specific tools: External tools are
often used to offload work from LLMs to more predictable
software components [9]], [27]. Jin et al. [13] show that
integrating tools such as disassemblers improves LLM per-
formance, since models understand disassembled code better
than raw binaries. We therefore incorporate both static and
dynamic analysis tools to supply essential context. Providing
analysts with the resulting tool outputs also offers familiar,
trusted evidence that clarifies the LLM’s reasoning [30].

P2: Curate task-specific context: Tool outputs can give
LLMs the information required to solve a task, but models per-
form better when provided domain-specific data that support
desired outcomes [26]. In particular, adding focused, relevant
information [14], [[15]] and removing unnecessary details [15],
[16] improve results. We find that consolidating context from
multiple sources to reduce the LLM’s reasoning burden also
improves output quality for malware analysis.

P3: Generate diverse outputs: Generating multiple, di-
verse outputs from LLMs can mitigate the impact of halluci-
nations [27], [30]. In both automated and human-in-the-loop
workflows, providing several candidate responses increases the
likelihood of producing a useful outcome. As such, we lever-
age different LLMs to allow us to cover multiple possibilities
for decision points when designing activation methods.

P4: Reduce task scope: Because LLM performance de-
grades on tasks with more complex, long-term planning [26],
[32], we deliberately constrain the model’s role in assisting
malware analysts. Rather than adopting an agentic system,
where the LLM can autonomously choose actions, we adopt a
two-stage workflow aligned with established analyst practices:
first identify the root cause of hidden behaviors, then determine
how to activate them. Since analyst workflows involve a prede-
termined sequence of steps [4]], the benefits of agent flexibility
are less pronounced. By removing decision-making responsi-
bilities from the LLM, we improve its consistency [28]], [29]
and more clearly reveal persistent limitations in LLM output
that other software components can help mitigate.

P5: Use multi-layered verification: Verifying outputs
helps minimize time wasted by both automated systems and
human analysts when dealing with incorrect results. To this
end, we check for consistency between LLM inputs and
intermediate outputs to filter, and sometimes correct, clearly
incorrect responses [27]], [33]]. We also check whether the acti-
vation method we construct exposes new malicious behaviors
detected by our dynamic analysis environment.
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Fig. 2: High-level view of our approach for locating decision points and activating hidden behaviors. We incorporate several
guiding principles, including @ leveraging output from domain-specific tools, @ curating task-specific content, ® generating
diverse outputs, @ reducing task scope, and ® using multi-layer verification.

Returning to the illustrative malware example in Fig. [I]
powered by the same Claude Sonnet 4 model, LUMEN returns
only a single response, which contains the correct decision
point. After automatically generating the expected command-
line arguments, the malware exposed malicious behaviors
labeled as high severity where previously it exhibited none.
In that example, the API cost of querying the LLM to locate
the relevant code was also reduced from over $8 to just under
$0.20 — underscoring the power of our technique.

IV. METHODOLOGY

LUMEN’s processing workflow, shown in Fig. 2} proceeds
in three stages inspired by the manual process analysts use to
locate decision points and activate hidden behaviors [34]. In
the first stage, LUMEN synthesizes data from standard static
and dynamic analysis tools to give the LLM a unified view of
the malware’s code and observed behavior. In the second stage,
the LLM analyzes this combined context to identify likely
decision points that determine whether malicious behaviors
will execute. Its predictions are then checked for consistency
with the original inputs, and trivial inconsistencies are cor-
rected automatically. In the third stage, LUMEN constructs an
activation method that can expose the hidden behaviors during
re-execution. When feasible, the system applies this method
automatically; otherwise, it generates a clear set of instructions
that an analyst can follow to reveal the concealed behaviors.

A. Stage @ Context Preparation

Our methodology begins with the context preparation stage.
First, we collect relevant information about the malware sam-
ple’s code and observed runtime behavior to construct the
domain-specific context provided to the LLM. We include

an overview of our software breakpoint-based instruction
coverage technique to efficiently detect regions of executed
code without hardware support. Next, these different pieces
of information are synthesized to improve the LLM’s ability
to identify decision points. Finally, the synthesized context is
segmented to fit within the LLM’s finite context window.

1) Data Collection: LUMEN integrates three types of data
to provide complementary perspectives for evasion: executed
APIs, disassembled code, and executed instruction addresses.
Each source captures key details that other sources may miss.

API calls provide high-level semantic information about the
malware’s behavior. By collecting API calls along with their
arguments and return values, we can infer the resources the
malware is trying to access. In some cases, this data alone
is sufficient to identify decision points, especially for anti-
analysis techniques such as registry-based sandbox detection.
However, an API call’s purpose is often ambiguous without
considering how its output is used. For instance, identifying
the reason an API call checks for a file’s existence typically
requires analyzing the code that depends on the API’s result.

In contrast, disassembly reveals the malware’s decision-
making logic and the consequences of those decisions. Dis-
assembled code exposes which APIs influence control flow
decisions, and what code would execute as a result. Modern
disassemblers even provide semantic context for instruction
operands using dataflow and known types for API arguments
and return values. However, static disassembly alone cannot
always provide the necessary runtime context to locate eva-
sion. For example, malware may obscure high-level semantics
through obfuscation techniques, such as dynamic API resolu-
tion. In addition, static disassembly fails to indicate what code



was executed during dynamic analysis, limiting its utility in
narrowing the search space for decision points.

To address these limitations, we incorporate the addresses of
instructions executed during dynamic analysis. Since decision
points must reside in executed code, we can reduce the
search space of code to consider. While common tools used
by malware analysts can extract disassembly and executed
API traces, capturing the set of executed instructions with a
sandbox or debugger is challenging due to the severe runtime
overhead of instruction-level monitoring. Practical collection
of executed instructions typically requires hardware support,
such as Last Branch Recording (LBR) registers in modern Intel
CPUs. In addition, hypervisor modifications are required to use
this specialized hardware within virtual machines [35] where
sandboxed malware analysis typically takes place. While dy-
namic binary instrumentation frameworks such as Intel Pin can
efficiently collect runtime information, they are rarely used as
a replacement for sandboxes because they lack the system-
level visibility and convenience that make sandboxing popular.
They are also difficult to use in conjunction with sandboxes
because of poor interactions between their instrumentation
techniques and sandbox monitoring mechanisms.

To enable collection of executed instructions solely through
the sandbox’s monitoring capabilities, we developed an ap-
proach, coined Software-based LBR. Our approach efficiently
records code execution coverage using dynamically activated
software breakpoints by applying two key optimizations.

First, we track only control-flow transfers. Starting from an
initial breakpoint at the executable’s entry point, each triggered
breakpoint yields the current execution address. From that ad-
dress, we disassemble forward until reaching the next control-
flow instruction (e.g., a branch, call, or return). For direct
control-flow instructions, we place breakpoints directly at their
known destination addresses. Indirect control-flow instructions
require a different approach because their targets depend on
runtime register or memory values. Since these destinations
cannot be resolved statically, we place a breakpoint on the
indirect instruction itself. When that breakpoint triggers, we
disassemble the instruction, determine its actual destination,
and then set a new breakpoint at the resolved address.

Our second optimization removes breakpoints as soon as
they are no longer needed. The main risk in removing a
breakpoint is losing coverage of code that may execute later.
To prevent this, we enforce that every path from the current
instruction pointer to unexecuted code must pass through an
active breakpoint. A breakpoint is removed only if this in-
variant still holds. After dynamic analysis completes, we label
as executed all instructions between each triggered temporary
breakpoint and the next control-flow instruction, producing
a complete and efficiently gathered record of the executed
instruction stream. With these two optimizations, LUMEN
collects runtime information with software breakpoints far
faster than would otherwise be feasible (see Appendix

2) Context Synthesis & Segmentation: After collecting the
executed instructions, executed APIs, and static disassembly,
we synthesize them into a unified representation shown in

>>00008194: call ds:InternetOpenUrlA
HOOKED API: InternetOpenUrlA ARGS: {
ConnectionHandle: 0x00cc0004,
URL: http://www.ifferfsodp9ifjaposdfjhgosu...
Headers: ,

Flags: Oxffffff£f£84000000, }
RETURN: Oxcc000c
>>0000819A: mov edi, eax
>>0000819C: push esi; hInternet
>>0000819D: mov esi, ds:InternetCloseHandle
>>000081A3: test edi, edi
>>000081A5: jnz short loc_81BC
000081A7: call esi ; InternetCloseHandle
000081A9: push 0; hInternet
000081AB: call esi ; InternetCloseHandle
000081AD: call sub_8090

Listing 1: Example unified context synthesized from static and
dynamic analysis showing a successful check for a killswitch
domain, causing the function call to sub_8090 to be skipped.

Listing I We link API calls to the responsible instruction
within the main module’s disassembled code by identifying
the return address on the stack. The API name, arguments, and
return value are placed after the instruction responsible for the
API call. We prefix the virtual address of executed instructions
with a * >>’ delimiter. Labeling executed instructions exposes
candidate decision points, specifically any executed branch
instruction with an unexecuted path. To reduce input tokens,
we discard functions that lack decision points.

Even after the filtering from context synthesis, the remaining
information can still exceed the input limit for the LLM’s
context window. In these cases, we group assembly functions
into multiple requests, collect the likely decision points from
each request, and aggregate the results to find a global answer.
We take a first-fit (FF) bin packing approach to group functions
into separate requests capped at the LLM’s input limit. To rank
results across multiple responses, our system prompts the LLM
to score its confidence, from 1 to 10, for each decision point in
its response. After aggregating the responses, we assign a rank
to each prediction after sorting by confidence score and retain
only the highest confidence answers across all responses.

B. Stage @ Locate Decision Points

For a given segment of synthesized context, we provide
it along with a prompt that follows prompt engineering best
practices, such as adopting a persona [36] and using zero-
shot chain-of-thought [37]. The prompt specifies that the
LLM’s response should include JSON containing four specific
pieces of information for each suspected decision point. The
first is the address of the suspected decision point, allowing
us to connect the response back to an assembly instruction
from the input. The second is a high level summary of the
decision point’s purpose to increase confidence that the LLM
understands the code being analyzed. The third is a confidence
score that we use to select the highest confidence decision
points across all responses. The fourth is a description of the



reasoning, grounded in the input data, for why this location is
suspected to be a decision point.

When LLM output deviates from the requested content,
we attempt to recover from errors before discarding blatantly
wrong responses. Specifically, we found that LLMs may
provide the address of an instruction that is not a conditional
branch, often providing the address of the instruction that
decides the path the next branch will take. In such cases, we
adjust the model’s answer to point to the conditional branch at
the end of the basic block containing the originally referenced
instruction. However, cases in which the answer is clearly
incorrect are filtered before the next workflow stage, removing
any responses pointing to addresses in basic blocks that do not
end with an executed conditional branch.

C. Stage ® Construct Activation Method

After filtering and correction, our system sends the candi-
date decision points to the LLM and tasks it with selecting an
activation method for exposing hidden behaviors. To improve
reliability, we restrict the LLM to four options. The first
method prepares the expected environment using a Python
setup script. The second provides command-line arguments
to the malware upon execution. The third forces an alternate
path at a decision point using dynamic binary instrumentation.
For any of these three choices, LUMEN automatically applies
the activation during re-execution. If suitable modifications
fall outside the scope of the automated methods above, the
LLM instead produces a set of manual steps for an analyst
to follow. Because confidence scores are provided along with
each decision point, the LLM typically chooses its activation
method based on the highest-ranked decision point.

Regardless of how the activation method is chosen, any
newly observed behaviors both validate LUMEN’s output and
provide useful insight to analysts. To increase the likelihood of
activating hidden behaviors, our system uses multiple LLMs to
independently identify decision points and activation methods.

V. EVALUATION

We assess LUMEN’s benefits by answering two questions:

o RQI: To what extent do the domain-specific adaptations
improve the localization of decision points associated
with hidden behaviors compared to standalone LLMs?

e RQ2: How effective is LUMEN at revealing previously
hidden malicious behaviors during dynamic analysis?

In addressing these questions, we also analyze the opera-

tional challenges and common failure patterns that arise when
using LL.M-assisted workflows to activate hidden behaviors.

A. Implementation

LUMEN is implemented as an extension to the open source
CAPE sandbox [38]. We configured six 64-bit Windows 10
virtual machines with 8GB RAM each. We execute each
sample for up to 300 seconds, a conservative setting beyond
the two minute minimum runtime recommended by Kuchler et
al. [39]. Our sandbox execution times, shown in the Appendix
(Fig. ), support their findings, as 95% of sandbox executions

terminated within two minutes. Information about the called
APIs and executed instructions is collected during runtime by
injecting a monitoring DLL known as capemon [40] into each
of the malware’s processes. We modified capemon to enable
our software-based LBR instruction coverage collection.

Once the sample submitted via the CAPE API interface is
executed, a python module orchestrates the workflow depicted
in Fig. 2] Static disassembly is collected using an IDA Pro
(v7.6) script, preserving annotations presented in the IDA Pro
GUL. This ensures the LLM has access to the same information
that human analysts have through a disassembler. To allow
cross-correlation between static and dynamic information, we
convert all addresses to Relative Virtual Addresses (RVAs) to
be independent of the binary’s load address.

Like most dynamic analysis sandboxes, CAPE does not
hook every Windows API, resulting in missing annotations
for called, but unhooked, APIs in the synthesized context.
However, unhooked APIs can internally invoke hooked APIs,
enabling us to capture information from nested API calls. For
instance, although ExitProcess is not hooked directly, it
typically invokes the hooked API NTTerminateProcess.
We associate nested API calls with static disassembly using the
same method as for calls made directly from the malware sam-
ple’s code: parsing return addresses on the stack and identify-
ing the first address located within a memory region belonging
to the malicious process. To ensure semantic correctness, we
manually verified that each nested API call in our unified
data was meaningfully related to its parent API. Across all
analyzed samples, we observed only one semantic mismatch:
the parent API (StartServiceCtrlDispatcherW) was
followed by the API (GetSystemTimeAsFileTime).

After synthesizing and segmenting the context, we issue
a separate query to the LLM for each segment in parallel,
providing the segmented context as the “user input” and the
prompt as the “system input”. The system input, also known
as a system prompt, typically consists of guidelines for the
LLM that are consistent across queries. In contrast, the user
input provides task-specific context [31]].

For activating hidden behaviors, CAPE already supports
specifying command line arguments and running python
scripts before executing malware samples. If the dynamic
binary instrumentation method is chosen, we leverage CAPE’s
built-in debugging capabilities to set a hardware breakpoint
at the specified decision point’s address. Once the breakpoint
is triggered, we force control flow from the decision point
towards the opposite path from the one observed during
the sample’s initial run. We perform this instruction pointer
manipulation using CAPE’s existing debugger actions feature
(e.g., bp3=0x11d8, action3=Jmp).

B. Experimental Setup

To evaluate LUMEN’s practical value [26], we focus on
samples that both interest analysts and conceal malicious be-
haviors from modern sandbox environments. A natural starting
point is malware described in public threat reports published
by leading security firms. We therefore draw on the MOTIF



TABLE I: Evaluated LLMs grouped by openness of model pa-
rameters and ordered by release date. Other than temperature,
set to 0 to maximize determinism, we use default settings for
model parameters, including reasoning support. SWE-bench
Verified results pulled from [49] if present, ‘-’ otherwise.

g

SWE- - § Max

bench 2 g Token
Model Release  Verified © &~ Context
GPT 5 Aug ’25 65.0 X v 400K
Gemini 2.5 Pro Jun ’25 53.6 X v 1.05M
Gemini 2.5 Flash Jun 25 28.7 X v 1.05M
Claude Sonnet 4 May ’25 64.9 X X 200K
Claude Sonnet 3.7 Feb 25 52.8 X X 200K
GPT 40 Mini Jul *24 - X X 128K
GPT 4o May 24 21.6 X X 128K
GLM 4.5 Jul 25 64.2 v v 131K
GLM 4.5 Air Jul 25 - v v 131K
Qwen3 Coder Jul 25 55.4 v X 262K
Kimi K2 Jul °25 43.8 v X 131K
DeepSeek V3 Dec *24 - v X 164K

dataset [41]], a diverse collection of Windows PE malware
captured in the wild and linked to threat reports from major
firms (e.g., CrowdStrike and Palo Alto Networks). MOTIF has
been used extensively in research papers [42]-[45].

We analyzed these reports to find samples with explicitly
described conditions required to exhibit malicious behaviors
to serve as the foundation of our dataset. Our focus is on
malware that does not reveal behaviors in modern sandbox
environments. Thus, we remove samples that exhibit malicious
behaviors when executed under default settings for either the
open-source CAPE sandbox or the commercial VMRay [46]]
sandbox, which is widely used in industry, government [47]],
and academic research [48]]. In particular, we exclude samples
that trigger high-severity behavioral signatures, since these
indicate that the sandbox already observes key malicious
behaviors. The remaining samples are those for which current
sandboxing techniques do not surface these behaviors. To limit
engineering effort for our prototype, we restrict our dataset to
x86 and x64 Windows executables, exclude bytecode-based
.NET executables, and use the UnpacMe service to unpack
binaries when possible. Finally, we only evaluate on malware
samples for which all required inputs were successfully col-
lected, ensuring that the system receives all expected data.

Filtering left us with 53 samples across 22 malware fam-
ilies where both sandboxes missed malicious behaviors that
analysts had previously documented as evasive. To establish
ground truth for evasion localization, we manually reverse-
engineered one sample per family, identifying decision points
responsible for the evasion technique described in OSINT
reports. When multiple samples existed, we selected one at
random. For cases where the sandbox’s evasion behavior was
not covered in reports, we validated our findings by confirming
that bypassing the suspected evasion caused the sandbox to
reveal new malicious activity. This process produced a final
dataset of 22 samples used in our evaluations.

1) Models: We started with GPT-40 and GPT-40-mini, two
widely used LLMs during LUMEN’s initial development. To
assess the impact of model choice, we expanded our evaluation
to include the five most popular open- and closed-weight
LLMs for programming, based on Openrouter usage. We
include open-weight models for their ability to be run locally,
allowing analysts to work with sensitive data they cannot share
with third-party LLM providers. Our selected LLMs, shown
in Table |l include reasoning models, which can build internal
chains of thought to improve responses, as well as Qwen3
Coder, a model trained specifically for coding tasks. These
models vary widely in capability, with GPT 5 producing 3x
as many fixes for real-world GitHub issues from SWE-bench
Verified [50]] as GPT 4o, despite only a one-year gap in release.

To provide consistent context segments to each model, we
limit each segment to fit within GPT 40’s context window, the
smallest among the models considered. Since output tokens
also count towards the context window, we further reduce the
tokens per segment to reserve at least 16K tokens for output,
the smallest output token size across models. We also reserve
space for our system prompt and account for tokenization
differences, as token counts can vary up to 30% between
models. As a result, we cap each context segment to 75K
tokens, measured using OpenAl’s tiktoken package.

s

C. RQI: Assessing LUMEN’s Domain Adaptations

To demonstrate LUMEN’s benefits in terms of localizing
decision points that relate to hidden behaviors, we compare
it to a baseline that uses the same underlying LLMs, but
omits our domain-specific adaptations. In the baseline, we
construct the input context by concatenating the raw inputs
(e.g. disassembly, API calls, executed instructions), separating
each with a descriptive heading. This baseline extends beyond
the strings and statically derived API calls that comprise the
context from Wang et al. [8]] to include valuable execution data,
such as API outputs and locations of executed code. When
segmentation is necessary, we only segment the disassembly,
as the dynamic information we collect consumes relatively
few tokens that are appended to each segment. This avoids
any cross-correlation between static and dynamic information.

Our approach is compared with the baseline in Table
We show how LUMEN consistently improves performance
across all models. Considering all 22 malware families, in
38% of cases, LUMEN identifies correct decision points
that the baseline did not even consider (“+”). Overall, our
approach improves the ranking of the correct decision point in
64% of cases. For example, with Claude Sonnet 4, LUMEN
enables the model to correctly identify seven decision points
it previously missed. It also improves the ranking of the
correct decision point for eight samples, preserves the ranking
for five samples, but causes the correct decision point to be
dropped entirely (“—”") for Deathransom and Triton. In
the baseline, the decision points for these two samples appear
plausible to the model but are also ranked near the bottom. Af-
ter LUMEN’s context filtering, the model tries to evaluate each



TABLE 1II: Comparison of decision point ranking of LUMEN versus baseline LLM performance. Cases where LUMEN
improves results are highlighted in grey. The symbols -/ 1/ | indicate unchanged/better/worse ranking of the correct decision
point by the specified amount. The +/ — symbols indicate LUMEN adds/removes the correct answer, while ‘x’ means both

approaches fail. Families are presented in increasing order by

the number of executed branches.
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decision point with more relevant information, but because its
confidence in other decision points improves, it incorrectly
discards its original low-confidence predictions — leading to
the correct decision point being dropped in its final output.
We provide further discussion of malware characteristics that
pose challenges for the LLM-guided approach in Section [V1}

Takeaway 1: LUMEN substantially improves the
precision with which LLMs identify and rank the
correct decision point, outperforming direct prompting
across most samples and even boosting the accuracy
of the most advanced reasoning models.

For Pirpi, LUMEN improves the rank of the correct
decision point for Gemini 2.5 Flash by 60, which exceeds
the number of branches the sample executed. This outcome
highlights Gemini 2.5 Flash’s failure to synthesize execution-
relevant context, causing it to suggest that decision points
exist in unexecuted code despite our directions. In contrast,
LUMEN’s context synthesis and output filtering constrain the
model’s output to relevant, executed code, preventing analysts
from wasting time and effort on these errors.

To understand how LUMEN impacts each model, we com-
pare ranking quality using the Mean Reciprocal Rank (MRR).
An MRR of 1.0 denotes perfect retrieval, where the correct
answer is always first, while lower values reflect later positions
on average. For instance, an MRR of 0.33 is equivalent to
correct answers being consistently ranked 3". Queries with
no correct response receive a reciprocal rank of zero.

To isolate the impact of our design decisions, Table
shows model performance with and without multi-layer veri-
fication. LUMEN improves MRR across all models. Gemini

2.5 Pro, for example, increases from a baseline MRR of
0.40—ranking the correct decision point between 2" and 3™
on average—to an MRR of 0.84 with LUMEN, placing the
correct decision point first in nearly all cases. With LUMEN,
every model except GPT 4o mini returns the correct decision
point within the top two ranks on average, and even GPT 4o
mini surpasses the best-performing baseline model.
Comparing full models to their “lightweight” variants (Gem-
ini 2.5 Flash, GPT-40 Mini, GLM-4.5 Air) reveals that
stronger models benefit from LUMEN’s context curation
alone, whereas verification is essential for lightweight models.
For stronger models (GPT-5, Gemini 2.5 Pro), verification has
little effect, which we conjecture is due to better prompt ad-
herence and reasoning capabilities. Nevertheless, these models
still gain substantially from the curated synthesized context.

Takeaway 2: State-of-the-art models, including those
with advanced reasoning capabilities, benefit substan-
tially from LUMEN’s curated context. Lighter-weight
or older models can achieve similar gains, but require
output verification to ensure reliability.

Another key benefit of LUMEN is cost efficiency. To
compare open- and closed-weight models consistently, we
sourced usage costs from OpenRouter. LUMEN’s filtering of
unexecuted code reduces API costs by an order of magnitude
— reducing the per-sample cost of the top-performing Gemini
2.5 Pro from $2.23 to $0.17. These reductions are especially
valuable in large-scale malware triage. LUMEN even enables
the open-weight Qwen3 Coder model (MRR 0.70) to outper-
form the state-of-the-art lightweight model Gemini 2.5 Flash
(MRR 0.68), while operating at 25% lower cost.



TABLE III: MRR for each model with n = 5 outputs per
sample, followed by its reciprocal representing the average
rank of the correct decision point. Higher MRR is better.
Results from the best performing closed- and open-weight
models are highlighted. p-values (Wilcoxon signed-rank, Pratt
method) give the probability of observing improvements to the
reciprocal rank at least this large under the null hypothesis that
LUMEN did not improve upon baseline ranking.

LUMEN

Model Baseline No Verification LUMEN p-value
GPT 5 043 (2.3) 0.76 (1.3) 0.76 (1.3) 0.004
Gemini 2.5 Pro 0.40 (2.5) 0.84 (1.2) 0.84 (1.2) <0.001
Gemini 2.5 Flash ~ 0.29 (3.4) 0.42 (2.4) 0.68 (1.5) <0.001
Claude Sonnet 4 0.23 (4.4) 0.56 (1.8) 0.76 (1.3) <0.001
Claude Sonnet 3.7 0.21 (4.8) 0.40 (2.5) 0.59 (1.7) <0.001
GPT 40 Mini 0.10 (10.0) 0.23 (4.4) 0.46 (2.2) <0.001
GPT 4o 0.05 (20.0) 0.44 (2.3) 0.61 (1.6) <0.001
GLM 4.5 0.22 (4.5) 0.54 (1.9) 0.64 (1.6) <0.001
GLM 4.5 Air 0.09 (11.1) 0.17 (5.9) 0.61 (1.6) <0.001
Qwen 3 Coder 0.26 (3.8) 0.53 (1.9) 0.70 (1.4) <0.001
Kimi K2 0.10 (10.0) 0.52 (1.9) 0.62 (1.6) <0.001
Deepseek V3 0.09 (11.1) 0.39 (2.6) 0.57 (1.8) <0.001

Takeaway 3: LUMEN reduces token usage by 90%
across all evaluated models, substantially improving
scalability and lowering operational costs. This effi-
ciency enables practical deployment with cheaper or
open-weight models, which still deliver strong per-
formance and provide viable alternatives for cost- or
privacy-constrained deployments.

TABLE IV: Performance of LUMEN at exposing hidden ma-
licious behaviors in CAPE. Auto indicates if we relied solely
on automated bypasses, or we attempted at least one manual
activation method. The ATT&CK techniques (displaying the
name of first high severity, followed by how many additional
ones) linked to new behaviors are listed.

3
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Malware § §- Exposed Techniques of

Family < = High-Severity Malicious Behaviors
Anti-Analysis Technique
Deathransom o e
Indigodrop o O
API Hook Error
Obliquerat O @ T1547: Logon Autostart Execution
Command Line Arguments
Babymetal ® O TI1070: Indicator Removal: File Deletion
Pirpi ® O
Remexi ® O
Typeframe O @ TI1547: Logon Autostart Execution
Multigrain ® @ TI1003: OS Credential Dumping + 1
Plead ® @ TI1539: Steal Web Session Cookie
Vivaciousgift @ O
Balkanbackdoor @ @ T1547: Logon Autostart Execution
Freenki ® @ TI1547: Logon Autostart Execution
Electricfish o O
Mamba ® @ T1543: Create System Process + 4
Shamoon ® @ TI1547: Logon Autostart Execution
Check for Target Environment
Avatar ® @ TI1202: Indirect Command Execution
Skimer ® @ TI1055: Process Injection + 1
Varenyky ® O TI1564: Hide Artifacts + 3
Cerber ® @ TI1486: Data Encrypted for Impact + 9
Missing Dependency
Triton O O
Kghspy O @ TI1041: Exfiltration Over C2 Channel + 1
Artfulpie ® O

D. RQ2: Exposing Malicious Behaviors with LUMEN

Analysts aim to understand a malware sample’s malicious
behaviors and associated Tactics, Techniques, and Procedures
(TTPs) [4]. We therefore evaluate how effectively LUMEN
uses its ranked decision points to construct activation methods
that expose previously hidden behavior. For this evaluation,
we form an LLM ensemble from the three top-performing
models by MRR (Table : Gemini 2.5 Pro, GPT-5, and
Claude Sonnet 4. For simplicity, each model proposes a single
activation method, and then any fully automated methods are
independently executed in the dynamic analysis engine to test
whether they reveal additional behaviors. If no new behaviors
are revealed through these executions, the first author plays the
role of an analyst and follows the steps specified in the detailed
instructions provided by the manual activation method(s).

1) Comparison to CAPE Sandbox: For a first evaluation,
we apply LUMEN’s activation methods to the CAPE sand-
box. We reiterate that except for fulfilling manual activation
requests, the entire process in Fig. [2]is fully automated. Activa-
tion methods are considered effective if they cause the malware
to trigger any of CAPE sandbox’s high-severity malicious
behavior signatures used in Section Table presents
the results, grouping samples by the purpose of the decision
point to give context to the necessary activation method.
Our results show that LUMEN exposes new high-severity

malicious behaviors in 68% (15/22) of samples. In 14 of these
samples, all except Deathransom, the matching signatures
correspond to TTPs in the MITRE ATT&CK framework, a
common language used by analysts to describe malicious
behaviors. Additionally, the best individual model achieves
only 11/22 (50%), demonstrating the value of our ensemble
approach. Exposing previously hidden malicious behaviors can
significantly reduce the manual effort required by malware
analysts. We provide time savings estimates based on real-
world workload measurements in Appendix [A]

While each model in our ensemble successfully applied
every automated method at least once, the models differed
in their ability to determine when manual activation was
appropriate. Rather than requesting manual activation, Claude
Sonnet 4 disproportionately relied on dynamic instrumentation
to force execution, applying this method four times whereas
the other two models did so only once. While forcing execu-
tion beyond a decision point guarantees short-term progress,
applying an activation method that ignores the root cause,
such as a missing dependency, can cause execution to fail
shortly afterwards. On the other hand, Gemini 2.5 Pro and
GPT 5 proposed manual methods that enabled activation
of four samples (25% of successful activations), shown in
Table This indicates the value in including models in the
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Fig. 3: Counts of APIs with externally visible effects when
run with JuanLesPIN, with and without LUMEN.

ensemble that recognize when activation is outside the scope
of automated methods and request manual intervention instead.

2) Comparison to JuanLesPIN: For a second evaluation,
we apply our activation methods to the dynamic analysis
system by Maffia et. al. [10] designed to extract runtime
information from malware [20]. That system, JuanLesPIN,
relies on Intel Pin, a dynamic binary instrumentation frame-
work, to neutralize known evasion techniques and maximize
observed behaviors. However, Pin’s use of JIT translation for
dynamic instrumentation/monitoring conflicts with Capemon’s
approach of injecting code into the malware’s main process to
intercept API calls and exceptions. Thus, we cannot apply our
CAPE-specific dynamic instrumentation activation method to
samples executed with JuanLesPIN. Likewise, we cannot use
CAPE’s malicious behavior signatures with this tool’s output.

Instead, we adopt Maffia et al.’s metric for exposed ma-
licious behavior: the number of API calls with externally
visible effects. Fig.[3]shows that LUMEN’s output significantly
enhances JuanLesPIN. On average, applying the most effective
activation method from our ensemble reveals over four times
as many such API calls as with JuanLesPIN alone.

Takeaway 4: LUMEN’s structured reasoning, use
of multiple LLMs, and support for diverse activation
strategies create a flexible and effective approach for
strengthening existing dynamic analysis systems. By
automating the diagnosis of root causes and the con-
struction of activation methods, LUMEN can signif-
icantly reduce the burdens that analysts face when
trying to uncover hidden behaviors in malware.

VI. WHERE LLM-GUIDED WORKFLOWS FALL SHORT
—LESSONS LEARNED AND OPPORTUNITIES

To understand where LLM-based analysis breaks down in
practice, we examine how models fail at both identifying
decision points and constructing effective activation methods.

1) Localization: We begin by revisiting the samples in
Table [lI] where models failed to correctly localize the relevant
decision point. A recurring pattern is that LLMs seize on
features that appear plausible in isolation but fail to verify
them against the actual execution trace. For instance, in the
Deathransom case, multiple models incorrectly treat certain
API calls as indicators of evasion, even though these calls
receive null inputs and their outputs are ignored. Because the
models do not fully utilize evidence from the executed code,
they overlook the real issue: these APIs are invoked repeatedly
to stall execution until the analysis environment times out.

LLMs also struggle with cases that violate common
malware-analysis expectations. A representative example is
Obliquerat, where the hidden behavior is not intentionally
concealed but instead obscured by a faulty sandbox API hook.
The incorrect hook changes the error code returned to the
malware, causing premature termination. Most models produce
speculative explanations that do not account for this atypical
scenario, leading them away from the true source of the failure.

While older or smaller models cannot consistently over-
come these weaknesses, more advanced models (e.g., GPT-5
and Gemini 2.5 Pro) reason more accurately when provided
LUMEN’s structured context. With Obliquerat, Gemini
correctly identifies the faulty API hook that likely causes the
observed behavior in the execution trace. For Deathransom,
both advanced reasoning models identify the API-based
stalling technique. These examples illustrate how structured,
execution-grounded context benefits even sophisticated LLMs.

Even with LUMEN’s structured guidance, advanced models
still struggle when the true decision point is far removed from
the dormant malicious code it ultimately controls. Tracing
this relationship requires reasoning across long, interdepen-
dent chains of logic. At present, this task remains difficult
for LLMs, particularly when important clues appear late in
execution or when LUMEN’s filtering unintentionally removes
supporting context. The Triton sample illustrates this chal-
lenge. Multiple values can satisfy an external dependency, but
only one leads to malicious behavior, and the evidence for that
link emerges much later in the trace. Although several models
correctly identified the relevant decision point, none ranked it
as the most important. The challenges that advanced models
face for this sample further emphasize the value of carefully
selected context to enable long-range and reliable analysis.

2) Activation: The primary reason why LUMEN failed to
expose severe malicious behaviors in the samples where a
correct decision point is localized is because of sequential
decision points. Although our activation methods can address
more than one decision point at once, such as babymetal
which requires three specific command line arguments, activa-
tion methods struggle to address multiple decision points that



require independent changes to the environment. For example,
Indigodrop employs multiple checks to evade analysis
systems, however each requires an independent change to
the sandbox leading the activation method to only pass a
single one. Further research is needed on designing efficient
activation methods to handle multiple decision points.

More substantial challenges arise with samples that rely on
missing files or unreachable C2 servers, such as Remexi,
Electricfish, Triton, and ArtfulPie. These depen-
dencies fall outside the scope of LUMEN’s current automation,
since the system cannot reconstruct unavailable resources or
emulate remote infrastructure. In principle, heavier-weight
symbolic or dependency-reconstruction frameworks [51]] could
assist in these cases, and LUMEN’s modular design allows
such techniques to be incorporated as additional activation
methods. In practice, however, manual activation may be more
effective for certain scenarios. Analysts working in incident-
response settings often have access to missing artifacts or
captured network traffic that can directly satisfy the malware’s
requirements. In the case of ArtfulPie, the manual acti-
vation instructions pointed to a single missing dependency,
allowing us to acquire this file, include it in the sandbox,
and uncover its malicious behaviors. Our findings suggest
that future systems should integrate automated strategies with
mechanisms that let analysts seamlessly supply real-world
dependencies, allowing the approaches to complement each
other in uncovering hidden behaviors.

VII. OTHER RELATED WORK

One common approach is to identify hidden behaviors
by comparing malware behavior across execution environ-
ments [52]]-[56]]. These methods assume that malware success-
fully executes in at least one of the included environments, but
in practice, many malware use evasion techniques to suppress
behaviors when they detect analysis systems. While dynamic
analysis systems incorporate dedicated mechanisms to neutral-
ize known evasion techniques and enable execution of evasive
malware samples [10]-[12], they must be continually updated
as new evasion techniques emerge, and they still struggle with
malware that targets specific environments. For example, ATM
malware may terminate when expected ATM-specific file paths
are absent.

To address these “targeted” malware samples, symbolic
execution [57|] and forced execution [S8|]-[61] explore po-
tential execution paths to expose hidden behaviors, even if
the target environment is unknown. Unfortunately, these ap-
proaches have limited practicality due to the well-known “path
explosion” problem. While alternative approaches [[62f], [|63]]
have shown promise in reducing the cost of path exploration,
they are constrained to exploring behaviors that stem from
environmental queries with enumerable outcomes [62] or
predefined mutation strategies [63]]. Rather than exploring all
possible execution paths, we use LLMs to prioritize behavior-
hiding decision points to guide deeper investigation.

LLMs already show promise in assisting malware analysts
by improving summarization [5]], [7]l, [9] and decompila-

tion [33], [64] of complex code. Wang et al. [§] take a first
step in using LLMs to detect basic blocks of assembly code
that might contain API calls indicative of evasive behavior.
That work, however, does not take advantage of execution
context, and as such, is limited in its ability to uncover hidden
behaviors relevant to the execution environment.

Our Work: In contrast, we provide analysts with a practical
systems pipeline that automatically locates and activates hid-
den behaviors, or generates detailed, tool-grounded instruc-
tions for manually exposing them. Although prior work in
related domains has identified useful data sources for their
respective tasks [15]], [65]-[67]], these approaches do not
integrate inputs from multiple analysis tools. In this paper,
we show how to systematically select, condense, and combine
context from the tools analysts already rely on (such as disas-
semblers and sandboxes), enabling LLMs to more effectively
support end-to-end malware analysis workflows.

VIII. OPEN SCIENCE

To support future work, code for LUMEN can be accessed
from [68]]. We believe LUMEN’s ability to aid analysts and
strengthen defenses outweighs the potential for misuse.

IX. CONCLUSION

This work examines how domain-specific systems adap-
tations can overcome limitations of LLMs in uncovering
malicious behaviors concealed from modern dynamic analysis
environments. Building on established practices in academic
and industrial malware analysis, we develop a multi-stage
system that identifies the decision points responsible for hid-
ing behaviors and constructs activation methods to expose
those behaviors, either automatically or with structured analyst
guidance. Using a curated dataset of malware samples with
analyst-confirmed hidden behaviors, we show that our design
improves the precision of decision-point prioritization, reduces
the volume of code requiring manual review, and significantly
lowers model usage costs. Our activation methods also reveal
behaviors missed by both the popular CAPE sandbox and the
JuanLesPin evasive analysis tool. Collectively, these results
highlight the value of a practical, systems-oriented pipeline
that reduces analyst effort, enhances the capabilities of exist-
ing dynamic analysis tools, and improves the scalability of
workflows needed to address emerging malware threats.
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APPENDIX
A. End-to-End Malware Analysis Time Reduction

To quantify how our approach reduces analyst workload,
we estimate time savings using measurements from Ugarte-
Pedrero et al. [3] on a real-world malware dataset. The paper
distinguishes three analysis outcomes. Malware samples first
go through an initial round of automated filtering to determine
whether manual analysis is required. For samples that require
manual analysis, the study tracks whether professional analysts
conduct a quick cursory analysis, averaging 2.25 minutes, or
whether a more in-depth analysis is required, estimated to take
at least an hour on average. When sufficient executed behavior
is evident, cursory review suffices in over 95% of cases.

However, the authors estimate that around 2000 samples per
day require in-depth malware analysis, largely due to the lack
of observed malicious behaviors. Under the assumption that
LUMEN sustains its current automated activation success rate
(i.e., 50% per Table m, the additional behavioral coverage
converts many in-depth analyses into cursory reviews. The
resulting reduction in manual analysis corresponds to approx-
imately 108 workdays of time savings. This estimate does not
include time savings from improved automated classification
due to the expanded behavioral coverage, which would further
reduce the number of cases requiring even cursory analysis.

B. Software LBR Runtime Performance

To contextualize Software LBR overhead, we compare
execution times of our malware samples under multiple
instruction-level tracing approaches, including JuanLesPIN
(Fig. @), using Windows 10 virtual machines from prior
evaluations. When measuring JuanLesPIN’s runtime, we dis-
able sandbox API monitoring to exclude unrelated sandbox
hooking overhead. For each run, we define execution time as
the duration between the first and last recorded API timestamp
in the API trace collected by the corresponding approach.

We first evaluate the impact of breakpoint deactivation
on Software LBR. Incorporating breakpoint deactivation de-
creases execution timeouts from 75% of samples to just 5%
under the two minute sandbox time limit recommended by
Kuchler et al. [39]]. Even with a generous 300-second limit,
breakpoint deactivation reduces timeouts from four samples to
just one. Completing execution within the time limit ensures
the decision point is reached, allowing the collection of
relevant dynamic context for activating behaviors.

We also compare the performance of Software LBR’s basic
block coverage with instruction-level tracing in JuanLesPIN.
For PIN-based instrumentation, the code for recording exe-
cuted instructions is inserted during the “Just-in-time compi-
lation” conducted by PIN, which attempts to apply minimal
modifications to the malware’s assembly code to ensure the
PIN tool can recover control after executing contiguous re-
gions of code. These inserted instruction recording hooks are
executed before the “compiled” version of each instruction to
record the instruction’s virtual address. While this instruction

tracing collects more than just executed basic blocks, it incurs
a large performance penalty. Software LBR offers efficient

collection of the information used by LUMEN, achieving an
average runtime (66 seconds) similar to the performance of
JuanLesPIN without any tracing enabled (61 seconds).
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Fig. 4: Runtime for collecting APIs and instructions.

C. Malware Analyst Feedback

We conducted a qualitative study on an early-stage pro-
totype of LUMEN with eight senior malware analysts (avg.
~11 years of experience) from six organizations. Following
an IRB-approved protocol, participants inspected output from
the prototype and predicted how its core components—a high-
level summary, automated bypass, and annotated control-flow
graph—could reduce manual effort when analyzing evasive
malware. Across 15 evaluation instances, we collected both
quantitative ratings and open-ended feedback, which guided
iterative refinements of the system’s interface and outputs.

Although the feedback from analysts was based on an earlier
GPT-40-based prototype, the results were quite encouraging:
Fig. [5] shows that 8/15 instances contained at least one com-
ponent that was rated “very helpful”, particularly in guiding
attention to relevant code regions and accelerating follow-up
analysis. This positive reception was especially noteworthy
given participants’ extensive experience and prior evidence
that expert analysts are often skeptical of automated tools [[69].

Analysts’ Perceptions of LUMEN
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Fig. 5: Participant’s perception of early prototype
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