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Abstract. Physiological biosignals are increasingly used as a foundation
for security-critical applications, including cryptographic key generation,
due to their availability, uniqueness, and perceived resistance to forgery.
We show that this premise is fundamentally flawed. Because biosignals
arise from shared physiological processes, they are inherently coupled,
and leakage from one modality can compromise another. We instanti-
ate this risk through electrocardiograms (ECG), which capture cardiac
electrical activity, and photoplethysmograms (PPG), which measure pe-
ripheral blood-volume changes. We present HEARTBREAKER, the first
end-to-end attack that reconstructs a victim’s ECG from leaked PPG
signals and uses it to break state-of-the-art ECG-based key generation
schemes. The attack exploits cross-modal physiological coupling using
conditional generative models, combining two complementary strate-
gies: a signal-centric approach targeting non-fiducial schemes, and an
ECG-centric approach targeting fiducial morphology. Across two clinical
datasets, the attack immediately recovers cryptographic keys for 47% of
users under a fiducial scheme and 37% under a non-fiducial scheme. For
the remaining users, it reduces the key search space by orders of mag-
nitude, enabling practical key recovery within minutes. Experiments on
real-world wearable data further confirm that this threat persists under
noisy, consumer-grade conditions. Beyond this specific attack, our results
highlight a broader principle: biosignals cannot be treated as indepen-
dent sources of entropy. Security mechanisms built on physiological data
must account for cross-modal inference, where compromise of one signal
propagates to others. These findings suggest that evaluating biosignal-
based security in isolation is insufficient and call for a reassessment of
how physiological signals are used in cryptographic systems.
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- key generation - side channels

1 Introduction

Physiological biosignals such as electrocardiograms (ECG), which record the
heart’s electrical rhythm, and photoplethysmograms (PPG), which track pulse
and blood oxygen, are rapidly becoming central to digital health and personalized
computing. As sensing hardware has become ubiquitous in everyday life, with
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increasingly capable sensors embedded in watches, earbuds, and smart rings,
biosignal acquisition has shifted from sporadic clinical measurement to continu-
ous, real-world monitoring. This transition has generated volumes of physiologi-
cal data that are increasingly leveraged beyond health, including for security and
authentication [7I3J2720/9]. Biosignals are appealing in this setting because they
are passively collected, user-specific, difficult to imitate, and naturally refreshed
over time [2733]. These properties have motivated their use as a foundation for
biometric authentication and cryptographic key generation [7J314].

Among the proposed modalities, ECG has emerged as a leading candidate
for its stability and strong user specificity [T4420/17]. Early ECG-authentication
systems proved brittle to electrode placement, posture, and noise [30], and
susceptible to spoofing from partial or noisy observations of a victim’s sig-
nal [24T0J25/26]. Recent work therefore shifted to time-invariant cryptographic
key generation, which quantizes stable ECG features into bitstrings processed
via fuzzy extractors [I'7JI4J20], reframing the signal as a renewable source of
entropy with stronger guarantees than authentication.

Importantly, ECG-based security is no longer confined to academic propos-
als. Commercial platforms such as B-Secur’s HeartKey (an FDA-cleared ECG
algorithm suite) and CardiolD already deploy ECG-based key generation across
wearables, automotive systems, and identity applications [3[7]. As such, the se-
curity of biosignal-based key generation is not a speculative concern, but an
immediate, real-world issue. This raises a critical question: are the assumptions
underlying these systems robust in modern sensing environments?

The security of these systems rests on an implicit assumption of acquisition
hardness: obtaining a high-fidelity ECG is presumed to require physical contact,
making it difficult for an adversary to capture inconspicuously [20/I7J14]. This
assumption is problematic because unlike ECGs, PPG signals are continuously
collected by commodity wearables and are frequently exposed through weak
device protections, permissive app permissions, third-party integrations, cloud
synchronization, and large-scale breaches such as the 2024 Change Healthcare
incident [5/40/2|8I39/37]. Moreover, prior work has shown that PPGs can be
spoofed from remotely captured signals [25], reinforcing the concern that PPG
should not be viewed as a protected channel. As a result, the fact that PPG sig-
nals are abundant and often exposed, creates a powerful, underexplored attack
surface. Crucially, we take advantage of the fact that ECG and PPG signals are
not independent: they are physiologically coupled measurements of the same car-
diac cycle, linked through pulse arrival (PAT) [6]. Although previous studies have
exploited this coupling for benign ends such as data augmentation [36I3428], its
security implications remain largely overlooked. In this work, we argue that as
long as one modality can be inferred from another, the assumed secrecy of ECG
is fundamentally weakened by the widespread availability of PPG.

To demonstrate that threat, we show how the relationship can be directly
exploited to break ECG-based cryptographic key generation. We present HEART-
BREAKER (Fig. [I)), the first end-to-end attack that reconstructs a victim’s ECG
from leaked PPG signals and uses it to recover cryptographic keys.
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Fig. 1. Overview of HEARTBREAKER. Because ECG and PPG are coupled measure-
ments of the same heartbeat, a leaked PPG trace can compromise the secret ECG.
Whereas legitimate enrollment derives a user’s key from a genuine ECG (top), we
reconstruct the ECG from leaked PPG and forges a key with the same ECG-to-key
algorithm (bottom). This process either recovers the key outright or significantly re-
duces the residual search space, leaving many keys brute-forceable within minutes.

As depicted in Figure [I} because these signals are coupled measurements of
the same heartbeat, an attacker who obtains an exposed PPG can forge a key
derived from the secret ECG. HEARTBREAKER exploits cross-modal physiologi-
cal coupling using conditional generative models, combining two complementary
strategies for attacking the prominent classes of biosignal-based approaches: a
signal-centric approach targeting non-fiducial schemes, and an ECG-centric ap-
proach targeting fiducial morphology. Together, these strategies enable gener-
alization to unseen users and produce ECG signals that satisfy the tolerance
thresholds of real-world ECG-to-key systems. Our contributions are as follows:

— Cross-modal generative attack. We develop the first end-to-end attack that
reconstructs ECG from PPG and uses it to compromise ECG-based cryp-
tographic keys, demonstrating that leakage in one biosignal modality can
undermine another.

— Complementary attack strategies. We introduce signal-centric and morphology-
aware synthesis methods that succeed on complementary subsets of users,
enabling robust key recovery across fiducial and non-fiducial schemes.

— Empirical evaluation. We evaluate our attacks on clinical and wearable datasets,
showing immediate key recovery for a substantial fraction of users and dra-
matic reductions in residual key search space for the rest.

— Security implications. We demonstrate that cross-modal leakage is a practical
threat and argue that evaluating biosignals in isolation is no longer tenable
in modern sensing ecosystems.

2 Background

Physiological biosignals form a multilayered representation of cardiovascular
function, each modality revealing different aspects of the same underlying pro-
cess. In this section, we briefly describe the cardiac signals relevant to our threat
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model, review time-invariant ECG-based key-generation schemes, and summa-
rize prior work on biosignal synthesis and cross-modal translation.

2.1 Heart Signals

Eckciesail?“a' The electrocardiogram (ECG) and

photoplethysmogram (PPG) are biosig-
nals that capture related manifesta-
tions of cardiovascular activity [IJ.
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Fig. 2. Example ECG and corresponding Generation from ECGs

PPG waveforms. The ECG’s R-peak marks
the heartbeat; the PPG rise follows after Time-invariant key generation sys-
a short delay (PAT/PTT) as the pressure tems produce cryptographic keys that
pulse reaches the peripheral sensor. a user can reliably regenerate from
their biosignal, without storing the
key directly. These systems aim for
high intra-subject reproducibility and
low inter-subject similarity, using fuzzy extractors to tolerate physiological vari-
ation [I7UT41209]. Seminal surveys of ECG biometrics distinguish among two
families [38]: fiducial approaches that extract features from cardiac landmarks
such as R-peak timing, QRS width, and interval durations [I7]; and non-fiducial
approaches that characterize the ECG through statistical or transform-domain
descriptors without explicit landmark detection [20/T4UT6].

Because the two families depend on fundamentally different signal character-
istics, an attack built for one class may fail against the other. Thus, to be broadly
applicable, an adversary must adopt complementary strategies that reproduce
morphological features for fiducial schemes, and matches statistical properties for
non-fiducial schemes. Table [[lsummarizes the distinction that motivates our two
attack strategies: fiducial schemes require morphology-aware forgeries, whereas
non-fiducial schemes require globally consistent waveform synthesis.

2.3 Generative Models for Biosignal Synthesis

Generative models enable the synthesis of realistic biosignals and translation be-
tween related modalities. These models learn a distribution over waveforms and
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Table 1. Conceptual distinction between the two main families of ECG-based key-
generation schemes and the corresponding attack requirements.

Scheme family‘What it extracts ‘What the forged ECG must match

Fiducial R peaks, QRS width, amplitudes, intervals |Beat morphology and landmarks
Non-fiducial |Wavelet /statistical descriptors over windows|Global temporal/spectral statistics

can be conditioned on an auxiliary signal—in our case, a victim’s PPG—to pro-
duce a target output. Two broad families are relevant to our setting. Adversarial
models (GANSs) train a generator against a discriminator to produce realistic
waveforms, with architectural choices determining which temporal and spectral
properties are enforced [I5I24I34]. Diffusion models learn to reverse a fixed nois-
ing process and have recently been adapted to 1D biosignal synthesis [2836].
Within both families, we distinguish signal-centric architectures, which target
global temporal and spectral statistics without cardiac-specific structure, from
ECG-centric architectures, which focus on morphological features of the signal,
such as the QRS complex. This taxonomy directly motivates our dual attack
strategy in Section 3} an account of the selected models is given in Appendix

3 Methodology

We design an end-to-end attack framework that reconstructs a target’s ECG
to derive their ECG-based cryptographic key from exfiltrated PPG data. We
train generative models on publicly available datasets to learn cross-modal map-
pings, and at attack time condition them on a leaked PPG trace to synthesize a
target-specific ECG, which is fed into a key-generation framework to attempt key
regeneration. The attack depicted in Figure [3]work as follows: the adversary con-
ditions the generators on the leaked PPG (Step @), the generated waveforms are
fed to the downstream ECG-to-key algorithm that performs landmark detection
(Step @) and key extraction (Step ®), and the reconstructed key is tested for
correctness in Step @. To comprehensively evaluate resilience across algorith-
mic classes, we instantiate a signal-centric strategy, where a general diffusion
model prioritizes high-fidelity waveform reconstruction and targets non-fiducial
key systems, and an ECG-centric strategy, where models tailored to cardiac
morphology target fiducial systems that rely on beat-wise features.

3.1 Threat Model

We consider an adversary whose goal is to recover a victim’s cryptographic key
generated from ECG using a time-invariant scheme. We model a realistic setting
in which a large-scale breach of a consumer fitness platform [37I39] exposes users’
PPG recordings, which are routinely collected for heart rate monitoring, sleep
analysis, and activity tracking. A subset of these users relies on ECG-based
key generation for security-critical tasks such as access control or transaction
authorization. Given access to PPG data, the adversary applies the reconstruc-
tion techniques described in this work to synthesize victim-specific ECG signals
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Fig. 3. Overview of the end-to-end PPG-conditioned ECG key-reconstruction attack.
(1) A victim’s PPG serves as input to two complementary generative models: a signal-
centric generator focused on global waveform fidelity targeting non-fiducial keying
schemes, and an ECG-centric generator that reproduces morphological features for
fiducial schemes. (2) The synthesized ECGs are processed, and their fiducial/non-
fiducial features are extracted. (3) ECG-to-key frameworks focusing on fiducial [I7]
or non-fiducial [14] features use these to generate a key, (4) which is then compared to
the enrolled (true) key using a realistic fuzzy error correction comparison mechanism.

and derive the corresponding cryptographic keys entirely offline, without phys-
ical contact, access to ECG sensors, or interaction with the target system. Our
threat model makes the following assumptions:

1. Leaked PPG data. The adversary has access to one or more PPG traces
from the target user. Where available, the adversary may also make use of
auxiliary signals co-located with the PPG (e.g., wrist acceleration, ethnicity).

2. Training resources. The adversary may obtain publicly available ECG
and PPG datasets to train conditional generative models. Crucially, we do
not require any ECG recordings from the target victim; models are trained
across many subjects and conditioned on the victim’s PPG at attack time.

3. Compute and knowledge. The adversary has modest compute (GPU
training resources) and no knowledge of the general class of the target key
algorithm (e.g., whether it uses fiducial or non-fiducial features), and does
not require access to secret helper data (e.g., salts, fuzzy-extractor helper
strings), nor to the victim’s enrolled ECG templates.

These assumptions mirror real-world conditions under which PPG data are
exposed at scale, and capture both strict and more permissive attacker capa-
bilities relevant to evaluating the security of ECG-derived keys. Because ECG-
to-key pipelines tolerate intra-subject variability via fuzzy extractors, we treat
attack success in terms of whether the resulting key would be accepted after
error correction, rather than reporting signal similarity alone.

3.2 Attack Strategy I: Signal-Centric Synthesis

The signal-centric strategy asks whether the global statistical and spectral prop-
erties of a victim’s ECG can be reproduced over multi-beat windows with suffi-
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cient fidelity. Rather than matching individual heartbeat morphology, it targets
longer-term statistical consistency, making it well suited for non-fiducial schemes
that rely on transform-domain or aggregate features.

Concretely, this strategy is instantiated using a conditional diffusion model [2§]
adapted to the PPG-to-ECG synthesis task. For training, we select 80% of each
dataset’s subjects as the training set. Each training example comprises a target
ECG segment and the contemporaneous PPG trace as the conditioning input. We
train a single global model to learn the conditional distribution p(ECG | PPG).
At attack time, the victim’s PPG segment is supplied as the conditioning input
and the model produces an ECG candidate, which is fed directly to the ECG-
to-key algorithm. This strategy produces waveforms with high global fidelity
(adequate spectral content and temporal dynamics) and is robust to limited
conditioning length and modest misalignment.

3.3 Attack Strategy II: ECG-Centric Synthesis

The ECG-centric strategy asks whether the fine-grained morphology of a vic-
tim’s individual heartbeats can be reproduced with sufficient fidelity to fool a
fiducial key-generation system. By prioritizing beat-level precision rather than
long-range statistical consistency, it targets fiducial schemes that derive keys
from landmark amplitudes, durations, and inter-peak intervals.

We evaluate this strategy using two adapted models that represent distinct
state-of-the-art approaches to ECG-centric synthesis. The first is BioForge [24],
a CycleGAN-based model that translates PPG to ECG without requiring paired
training data while promoting subject-consistent latent representations. The sec-
ond is the Region-Disentangled Diffusion Model (RDDM) [36], which focuses
denoising on regions most relevant to fiducial key extraction, such as the QRS
complex. Both models were modified from their original implementations to in-
corporate conditioning and task-specific changes required for reliable integration
into the ECG-to-key evaluation pipeline; details are provided in Appendix

4 Evaluation

We evaluate our attack across two widely used datasets collected under con-
trolled conditions. Our goal is to understand how generative models behave when
trained and tested on synchronized ECG-PPG pairs exhibiting clean morphol-
ogy, stable heart rhythms, and minimal motion artifacts, the operating condi-
tions under which time-invariant ECG-to-key algorithms are typically designed
and benchmarked [T4UT720]. We first justify our choice of ECG-to-key algo-
rithms, describe the datasets and evaluation metrics, and outline the training
procedures used for each generator. Finally, we present an empirical evaluation of
attack success rates. Importantly, our evaluation targets the two dominant archi-
tectural designs embodied by deployed commercial ECG security systems [3l[7].
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Fig. 4. Overview of fiducial-based ECG key generation. Raw ECG waveforms are seg-
mented into individual beats, aligned, and averaged to obtain a representative wave-
form. Fiducial landmarks (peaks, valleys, intervals, and others) are then extracted, and
a subset of these features is quantized to produce a stable binary key.

4.1 Model and Algorithm Selection

To ensure comprehensive coverage of the ECG-based key generation threat sur-
face, we evaluate against one representative algorithm from each of the two
dominant design families. For the fiducial family, we select the algorithm of
Hwang et al. [I7], which provides a complete instantiation of the fiducial pat-
tern (wavelet-based landmark detection, beat-wise normalization, and clustering-
based binarization feeding a fuzzy extractor). For the non-fiducial family, we se-
lect Encryption by Heart (EbH) [14], which instantiates transform-domain fea-
ture extraction over fixed-length windows with per-subject quantization, and
is the only non-fiducial approach with a readily available implementation. To-
gether, these two algorithms bracket the design space of ECG-based key gener-
ation; an attack compromising both directly assesses the threat surface facing
ECG-based security systems.

For the generative models, we use one adversarial and two diffusion-based
models, covering both attack strategies. BioForge [24] serves as our adversarial
ECG-centric model, targeting beat-level morphology suited for fiducial schemes.
RDDM |[36] provides a diffusion-based ECG-centric perspective, concentrating
denoising on QRS neighborhoods. TimeWeaver [28] represents the signal-centric
approach, targeting global temporal and spectral consistency aligned with non-
fiducial schemes. All three models were adapted from their original implementa-
tions for the PPG-to-ECG synthesis task.

Implementation details of the algorithms are provided in the Appendix.

4.2 Analysis of ECG-to-key Algorithms

Fiducial feature-based algorithm The fiducial approach of Hwang et al. [17]
operates at the level of individual cardiac beats, relying on explicit detection of
canonical ECG landmarks such as the onset and offset of the P wave, QRS
complex, and T wave. A high-level representation of the pipeline is shown in
Figure [ This framework emphasizes reproducibility and bit-level stability, and
its defining property from a security perspective is its sensitivity to per-beat
morphology: a synthesized ECG must reproduce the victim’s fiducial landmarks
with sufficient fidelity in terms of waveform shape, amplitude, and inter-feature
geometry to yield a key within the fuzzy extractor’s acceptance radius.
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Non-fiducial feature—based algorithm The non-fiducial approach of EbH
avoids explicit landmark detection, instead characterizing the ECG through sta-
tistical and transform-domain descriptors computed over fixed-length windows,
quantized into a binary key using per-subject thresholds and a tolerance margin
that suppresses unstable components [I4]. Because this design does not require
beat segmentation or landmarking, it is robust to moderate misalignment, and
its defining security property is its dependence on global spectral and statistical
consistency across multi-beat windows rather than fine-grained beat morphology.

We verified that our implementations of the [I7] and EbH [14] algorithms
reproduce intra- and inter-subject key-distance behavior consistent with that
reported in the original studies. Across both frameworks, we observe comparable
distributions of within-subject and between-subject bit-error rates, confirming
that our implementations faithfully replicate the reference designs.

4.3 Datasets

We evaluate on two multi-sensor datasets providing synchronized ECG and PPG
recordings under controlled conditions (sufficient population, stable signals, and
quasi-stationary cardiac rhythms): BIDMC [32] and CapnoBase [23].

The BIDMC (Beth Israel Deaconess Medical Center) [32] dataset contains
53 adult subjects with synchronized two-lead ECG and fingertip PPG signals,
sampled at 125 Hz. The data were collected in resting-state conditions with
consistent electrode placement and minimal motion artifacts, providing (high
signal stability. We use 80% of the subjects for training and 20% for evaluation.

Likewise, the CapnoBase [23] dataset includes synchronized ECG and PPG
recordings from 42 pediatric and adult subjects under controlled breathing pro-
tocols, sampled at 300 Hz. Compared to BIDMC [32], CapnoBase introduces
modest physiological variability while maintaining high signal quality, enabling
evaluation under more dynamic yet realistic conditions [23]. We apply the same
80/20 subject-wise split to maintain comparability across datasets.

During verification, the 4 subjects were deemed unfit for use with the fiducial-
based algorithm due to unusually high intra-subject variability in the produced
keys (bit error rates >10%): S_0030 in CapnoBase and bidmc_44, bidmc_53,
and bidmc_24 in BIDMC. These subjects were excluded from our experiments.

4.4 Metrics

Our evaluation quantifies how close a synthesized key is to the enrolled key of a
target subject. To do so, we report:

Hamming distance and BER: Let k € {0, 1} denote the enrolled L-bit
key for a subject and let k € {0,1}* be the key derived from a synthesized ECG.
The bit-error rate (BER) is the normalized Hamming distance:

L

BER(k, k) = % > 1{kli] # k[i]}.

=1
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In what follows, we use average Hamming distance and average bit-error
rate interchangeably to denote the sample mean of HD (or BER) across trials or
subjects. Although BER provides a direct measure of similarity between spoofed
and enrolled keys, it does not fully capture an attacker’s success. In biometric
key-generation systems, security can be overstated if one interprets an L-bit
derived key without accounting for the system’s built-in tolerance and error-
correction mechanisms [I8//4].

The security-relevant question is therefore not simply how many bits differ,
but whether an attacker can produce a key the system would accept under its
matching tolerance, and if not, how much brute-force effort remains. In practice,
ECG-to-key systems accommodate nonzero intra-subject variability via fuzzy
extractors, allowing two keys to match whenever their Hamming distance lies
within an acceptance region. Concretely, let & € {0,1}% denote the enrolled key
and k € {0,1}* a candidate key; the system accepts kif

BER(k, k) < A,

where BER(+, -) denotes Bit Error Rate and A is the error-correction capacity of
the system [I7UT4J20/T6]. Consequently, evaluating attacks solely using raw BER
underestimates the effective risk, since any candidate key within the Hamming
ball of radius A would be accepted as correct.

A-Residual Work Factor: To quantify how close an attack is to the sys-
tem’s acceptance threshold, we introduce the A-Residual Work Factor, which
measures the additional effort an adversary must expend to reach the tolerated
error level. Intuitively, this metric captures the residual attacker work: the re-
maining distance to key recovery under the system’s built-in error tolerance.
Formally, let mean(BER) denote the mean bit-error rate achieved by the at-
tacker across trials. We define the A-Residual Work Factor as

RA = (mean(BER) — A) - L

where L is the key length and A is the system’s acceptance threshold expressed
as a fraction of bits. Smaller values of R, indicate that the attacker is closer
to producing a key that would be accepted by the system, even if the nominal
BER remains above the acceptance threshold. In the experiments that follow,
we adopt A = 0.20, consistent with fuzzy-extractor tolerances reported in prior
work [TTI20/T9IT7], and refer to this instantiation as Rag.

4.5 Generator Training

To preserve realistic beat morphology and timing required by downstream ECG-
to-key algorithms, we retain each dataset’s native sampling frequency (125Hz
for BIDMC [32], 300 Hz for CapnoBase [23]) and do not perform any down-
sampling or resampling. The specific training parameters for TimeWeaver [28§],
BioForge [24], and RDDM [36] are given in Appendix
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Table 2. Subject-level summary of key-recovery outcomes on the controlled datasets.
A subject is fully recovered when BER < 20%. A subject is considered near-threshold
when 0 < Rzg < 3 for the fiducial scheme and 0 < R2p < 9 for the non-fiducial scheme.
The final column reports the Hamming-ball search space only for near-threshold sub-

jects, computed as Nies(L, g) = 37, (¥) with g = [Rao].

Dataset Scheme Subjects Recovered Near-threshold Residual search

BIDMC  Fiducial 9 3 3 < 8.2x102

CapnoBase Fiducial 6 4 2 8.2x10%-1.1x10*
BIDMC  Non-fiducial 12 7 3 5.8x107-4.5x10'3
CapnoBase Non-fiducial 7 0 4 2.2x10°-9.3x 10

4.6 Attack Success Evaluation

After training, each generator was run in inference mode to synthesize targeted
ECGs for every subject in the held-out 20% test partition. We evaluate the
success of each generative attack by comparing the keys derived from synthesized
ECGs against the enrolled (true) keys of target subjects. Table [2| summarizes
the results showing, for each subject, the generator with the lowest mean BER.

Fiducial based ECG-to-key algorithms Figure [5| summarizes the attacks
against the fiducial ECG-to-key algorithm inspired by Hwang et al. [I7]. On the
BIDMC dataset [32], the signal-centric TimeWeaver [28] generator compromises
a larger fraction of subjects than either BioForge [24] or RDDM [36]. RDDM [36]
in particular never achieves an average BER distance below 25%, indicating lim-
ited success in reconstructing usable fiducial features. This likely stems from the
lower signal amplitude and higher baseline noise of BIDMC recordings, which
weaken the discriminative value of fiducial landmarks [23]32]. Under such condi-
tions, a model that emphasizes global signal quality, rather than localized mor-
phology, produces ECGs whose derived features happen to align more closely
with those extracted by the fiducial-based algorithm.

In contrast, the CapnoBase [23] dataset, the ECG-centric models, BioForge [24]
and RDDM [36], perform best, achieving the lowest average Hamming distances
and, in most cases, reducing bit-error rates well below 20%. This outcome aligns
with CapnoBase’s higher signal quality and clearer cardiac morphology: since
the framework extracts keys from fiducial landmarks such as R-peak timing and
QRS width, morphology aware generators outperform signal-centric approaches.

Closer inspection of per-subject outcomes in Figure [5| further illustrates
this variability. Subjects bidmc_20 and bidmc_22, are successfully broken by
TimeWeaver [28], while both BioForge [24] and RDDM [36] behave poorly. Con-
versely, bidmc_30 shows the opposite trend: BioForge [24] achieves lower BER,
whereas RDDM [36] and TimeWeaver [28] perform worse than random. These
cases exemplify how the robustness of fiducial features varies across individuals.
Even within a fiducial framework, some users exhibit low amplitude or noise-
susceptible features, making them effectively less fiducial in practice and thus
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more vulnerable to signal-centric reconstruction. Others possess strong, stable
fiducials that favor morphology-aware generators like BioForge [24].
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Fig. 5. Attack performance against both ECG-to-key algorithms on BIDMC and Cap-
noBase. Top: fiducial-based algorithm [I7], subjects sorted by key length. Bottom:
non-fiducial algorithm (Encryption by Heart) |[14], subjects sorted alphabetically (fixed
key length of 194 bits). Arrows show the average BER of forgeries generated using
TimeWeaver [28], BioForge [24], and RDDM [36].

Following prior guidance that aggregate key-entropy metrics can be mislead-
ing [I8M4], we interpret “not broken” cases by translating the residual gap to the
A threshold into the corresponding brute-force search space, namely the size of
the remaining Hamming ball. Even when our attacks do not fully recover a user’s
key, they collapse the residual search space to a dramatically smaller scale.

On BIDMC [32], three of the six unbroken subjects fall within two bits of
the A = 20% threshold, reducing the search space by more than eight orders
of magnitude. On CapnoBase [23], the two unbroken subjects lie 1.03 and 3
bits above the threshold, leaving small residual search spaces. In practice, an
adversary can search these remaining candidates in milliseconds to seconds.

Takeaway: For fiducial schemes, the attack breaks 7 of 15 subjects. For
5 of the remaining 8, it make key recovery significantly easier by reducing
the key search space by eight orders of magnitude.
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Non-Fiducial based ECG-to-key algorithms As seen in Figure [5] on the
BIDMC dataset [32], all three generators succeed in reducing the search space
for the majority of subjects, with TimeWeaver [28] achieving the lowest average
Hamming distance overall. This is consistent with the algorithm’s reliance on
transform-domain and statistical features rather than on morphological land-
marks: models that prioritize global signal smoothness and frequency-domain
fidelity are better aligned with its feature extraction process. In this setting,
TimeWeaver [28] breaks most users, reaching pre-error-correction bit-error rates
below the 20% threshold for several subjects, demonstrating that signal-centric
synthesis alone is a significant threat to non-fiducial keying schemes.

At the same time, the ECG-centric generators are not redundant. Both Bio-
Forge [24] and RDDM [36] reduce the search space for users that TimeWeaver [28]
does not compromise. For example, bidmc_30 exhibits lower BER under the
ECG-centric models than under TimeWeaver [28]. Thus, even non-fiducial key
derivation depends partly on waveform morphology, and features with fiducial
correlations can be spoofed by these generators. Such overlap between morpho-
logical and statistical descriptors broadens vulnerabilities in hybrid frameworks.

On CapnoBase [23], attack effectiveness is more limited. None of the models
achieves a Hamming distance below 20%, indicating that no user key is fully re-
covered under standard fuzzy-extractor assumptions. However, both RDDM [36]
and TimeWeaver [28] achieve comparable reductions in Hamming distance, with
RDDM [36] performing marginally better. This parity likely reflects CapnoBase’s
higher signal quality and lower inter-beat variability, which constrain the advan-
tage of signal-centric reconstruction while leaving little residual noise for ROI-
aware denoising to exploit. GAN, by contrast, performs slightly worse on this
dataset, suggesting reduced generalization to CapnoBase’s cleaner signals.

As in the fiducial-based case, our attack dramatically reduces the remaining
search space even for users whose keys we do not fully recover. The non-fiducial
algorithm produces longer keys of 194 bits, so naive brute force would require
2190 ~ 2.5 x 10°® guesses. On BIDMC [32], three of the five unbroken users
remain only 3.7-7.9 bits above the A = 20% threshold, and on CapnoBase [23],
four of the seven unbroken users lie 4.2-8.7 bits above the threshold. Assuming
an offline attacker capable of 10° keys per second, these users are brute-forceable
within a week, even though their BER never crosses the A threshold.

Takeaway: For non-fiducial schemes, the attack breaks 7 of 19 subjects
and makes key recovery practical for 7 more by reducing the search space
from 10°8 to 10'4.

5 Real-World Feasibility and Robustness Evaluation

To assess the practicality and robustness of our attack under real-world, noisy,
sensing conditions, we conduct an validity study using the GalaxyPPG dataset [31],
which provides synchronized PPG and ECG recorded during naturalistic ac-
tivities using consumer wearables (Samsung Galaxy Watch, Empatica E4, and



14 Froudakis Evangelos® and Fabian Monrose

Polar H10) under conditions that introduce substantial motion artifacts, sensor
noise, and physiological variability.

Lo._Results for non-fiducial-based algorithm on GalaxyPPG dataset We extract PPGs from the Empat-
— Timetieaver ica E4 as the leaked signal and ECGs
" o from the Polar H10 as ground truth

wr for evaluating key-generation perfor-

0.6

BER

0.4 Raomd22 M l Guesm 9 .

H H H “ " mance. We upsample the PPG sig-
. w5 pals from 64 Hz to 130 Hz to match
L T e e S the sampling frequency of the ECG,

as required by the conditional genera-
Fig. 6. Performance on the GalaxyPPG  tive models. As before, we use 80% of
dataset against EbH [I4] using forgeries participants for training each genera-
generated using using TimeWeaver [28], (ivo odel and evaluate the attack on
BioForge [24], and RDDM |[36]. .. . .

the remaining, preserving strict cross-

subject separation. Unfortunately, we

found that because the GalaxyPPG
recordings contain strong motion artifacts and highly variable waveform shapes,
the fiducial-based key-generation method of Hwang et al. [17] fails even on gen-
uine signals. Most subjects show intra-user BERs close to 50%, far beyond the
reproducibility required for time-invariant key generation. Thus, our real-world
evaluation focuses on the non-fiducial scheme [14].

Despite the noise, motion artifacts, and variability, our attack remains effec-
tive. As seen in Figure[6] out of seven subjects, we achieve key recovery for subject
21, breaking the key outright. For subject 8, the attack reduces the Ry to 4.31,
which means the brute-force effort becomes feasible in less than one second at a
conservative 10° guesses/s. This confirms that cross-modal ECG reconstruction
remains viable under the degradation conditions characteristic of commercial
wearable sensing, underscoring that once PPG is leaked, an adversary can com-
promise ECG-derived cryptographic keys even in everyday environments.

Takeaway: The attack remains effective on noisy, consumer-grade wearable
data, showing that ECG key compromise from PPG signals is feasible in
real-world settings.

6 Discussion

Physiological signals have shifted from clinical measurements to continuously
collected data streams embedded in everyday devices. As a result, biosignal-
based security has moved from theory into real-world deployment. This shift
weakens assumptions that once appeared sound, such as treating ECG as secret
because it requires bodily contact. In practice, related modalities like PPG are
widely collected and often exposed, creating indirect pathways for compromise.

Our results highlight a broader concern. Biosignals derived from the same
physiological process are inherently coupled, and this coupling enables cross-
modal inference. For instance, ECG and PPG are not independent sources of


https://orcid.org/0009-0004-6784-1485
https://orcid.org/0000-0002-9805-2217

HEARTBREAKER: Breaking Biosignal-based Keys 15

information but different views of the same cardiac activity. When one modality
is exposed, it can reveal another. Modern generative models make this practical,
allowing attackers to reconstruct signals with enough fidelity to compromise
downstream systems. This changes the adversarial model. Compromise no longer
requires direct sensor access but can occur through correlated data sources. Thus,
treating biosignals as independent sources of entropy is a flawed abstraction.

This perspective has important implications for evaluation. Biosignal-based
security can no longer be assessed solely based on the difficulty of acquiring
a specific signal. Instead, systems must be evaluated under conditions where
related modalities may be observed or inferred. As shown in this paper, cross-
modal leakage is not an edge case but a natural consequence of how physiological
data is generated and collected. Indeed, our results aptly show that systems that
may appear secure in isolation can fail in realistic settings.

These insights also inform future system design. Reducing unnecessary ex-
posure of physiological data through stronger access controls, limited retention,
and secure data handling can mitigate risk. At the algorithmic level, reliance
on a single feature family is inherently fragile. Combining multiple features may
help, but correlated features do not necessarily increase security and can create a
false sense of entropy. Designs must therefore explicitly account for such depen-
dencies and be evaluated against adversaries that exploit them. We admit that
developing mechanisms that remain robust under cross-modal inference remains
an important open problem, but without this shift, such systems risk providing
only a false sense of security in modern, data-rich environments.

7 Other Related Work

A substantial body of work studies attacks on ECG biometrics, almost exclu-
sively in the context of authentication rather than cryptographic key genera-
tion. Prior work has demonstrated presentation attacks on commercial ECG
wristbands by synthesizing and replaying counterfeit waveforms, showing that
ECG-based authentication is vulnerable to signal injection even under realis-
tic constraints [IO/2TT3]. Subsequent work explores more systematic spoofing
methods, including morphing attacks that interpolate between templates [29122],
dictionary-style attacks that search over template sets [41], and ML—based spoof-
ing using variational autoencoders or adversarial perturbations [24/12/25]. These
studies collectively show that ECG authentication systems can be fooled by
crafted signals, but stop at breaking decision boundaries and do not examine
implications for time-invariant key derivation or key search space.

Our work differs from these studies in three respects. First, we target time-
invariant cryptographic key generation, not authentication. This shifts the fo-
cus from classification error rates to bit-level reproducibility and key search
space, requiring different evaluation metrics and threat model. Second, we exploit
ECG-PPG coupling to reconstruct ECG-derived keys from exfiltrated PPG,
whereas previous work primarily evaluates spoofing within and across modali-
ties at the decision level. Third, we analyze two attack paths, signal-centric and
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ECG-centric, and show that they compromise disjoint subsets of users and algo-
rithm classes (fiducial vs. non-fiducial keying), revealing structural weaknesses
in ECG-based key generation not exposed by prior authentication-focused work.

More importantly, to the best of our knowledge, there is no prior work that
mounts an end-to-end, generative, cross-modal attack on time-invariant ECG-
based key generation using PPG as the primary leakage channel. Prior studies of
ECG-based key generation focus on feature design, error correction, and entropy
analysis [I7JI4)20], typically assuming that attacks would operate at the proto-
col level or via direct ECG compromise. Our results challenge this assumption
by showing that modern generative models can bridge the cross-modal gap from
PPG to ECG, materially reducing the key search space and achieving full key re-
covery for a nontrivial subset of users under realistic error-correction tolerances.

8 Conclusion

This work shows that physiological coupling between ECG and PPG funda-
mentally weakens the security assumptions underlying ECG-based key genera-
tion. By leveraging conditional generative models and two complementary attack
strategies, we demonstrate that leaked PPG signals can be used to reconstruct
ECG waveforms with sufficient fidelity to compromise cryptographic keys. Across
controlled datasets, our attacks recover keys for a substantial fraction of users
under both fiducial and non-fiducial schemes, and significantly reduce the re-
maining search space, in some cases turning an infeasible 2'%* search problem
into one solvable within days or weeks. Experiments on real-world wearable data
further confirm that this threat persists outside controlled environments, where
key recovery remains feasible despite noise and motion artifacts.

More broadly, our results show that the security of ECG should not be con-
sidered in isolation, given that related signals such as PPG are as readily avail-
able as they are today. Because biosignal-based cryptography inherits both the
structure and the limitations of the physiological processes it relies on, when one
signal can be inferred from another, assumptions of secrecy can quickly break
down. These findings point to a broader lesson for the design of future systems:
without accounting for cross-modal inference, such systems risk providing a false
sense of security. Addressing this challenge will require rethinking how physiolog-
ical signals are used in cryptographic applications and developing designs that
remain robust in multi-modal sensing environments.
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A ECG-to-Key Algorithm Detalils

Fiducial Algorithm: Hwang et al. Hwang et al. [I7] is a fiducial ECG-to-key
scheme that operates on individual beats. After denoising and baseline correc-
tion, beats are segmented and fiducial points are detected with a wavelet-based
delineator. From each beat, the method extracts 29 fiducial features spanning
amplitude, duration, slope, distance, and area. Low-correlation beats are dis-
carded as outliers, and the remaining beats are normalized to a 70 bpm reference
to reduce heart-rate variability. Features are then quantized using personalized
k-means clustering (k = 10), converted to binary codes, concatenated into a
subject-specific seed, and passed through a fuzzy extractor to produce the key.
Because quantization is personalized, the key length varies by subject.

Non-Fiducial Algorithm: Encryption by Heart (EbH) EbH [14] is a non-
fiducial ECG-to-key scheme that uses discrete wavelet transform coefficients and
temporal statistics over fixed-length windows. During enrollment, each subject’s
model stores representative coeflicient distributions and magnitude thresholds
from baseline windows. At key-generation time, a new ECG segment is trans-
formed with the same basis, and features exceeding subject-specific thresholds
are quantized into binary values based on magnitude and stability. A tolerance
margin suppresses unstable bits to improve reproducibility. The resulting 194-bit
bitstring serves as the subject’s cryptographic seed, and the design is robust to
moderate misalignment because it does not require beat segmentation.
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B Generative Model Details

BioForge [24] is an ECG-centric contrastive CycleGAN for unpaired PPG-to-
ECG translation. It uses an encoder—decoder generator with attention-enhanced
skip connections and dual time- and frequency-domain discriminators to pro-
mote morphological fidelity and realistic spectral content. Its objective com-
bines adversarial, cycle-consistency, identity, and supervised-contrastive losses.
The supervised-contrastive term encourages same-subject latent representations
to cluster together, biasing generation toward subject-specific morphology even
in an unpaired. In our implementation, we follow the original architecture and
loss design, modify the code base to avoid downsampling the input signals, and
train the model for 24 epochs as in [24].

RDDM [36] is an ECG-centric diffusion model that focuses denoising ca-
pacity on morphology-critical signal regions. It modifies the diffusion processes
using ROI masks centered on R-peaks to preserve QRS structure. The reverse
denoiser uses a high-frequency path for QRS recovery and a complementary path
for lower-frequency P /T regions and inter-beat baselines, with PPG condition-
ing injected at multiple temporal resolutions. ROI masks are derived from the
default detector-based proxies, and the model is trained for 1000 epochs with its
default objective plus landmark and spectral auxiliary losses [36].

TimeWeaver [28] is a signal-centric conditional diffusion model for multi-
variate time series. It treats PPG and ECG as channels of a joint signal and
uses a dedicated conditioning pathway within a UNet-based denoiser to preserve
long-range temporal dependencies and cross-channel alignment. Unlike RDDM,
it does not explicitly model QRS regions or other fiducials, instead focusing
on global cadence, inter-beat timing, and overall spectral structure under PPG
conditioning. We use the default training configuration of [28] and train for 500
epochs. Conditioning channels are dataset-specific: BIDMC [32] uses wrist EDA,
wrist temperature, PPG, and three-axis wrist acceleration, while CapnoBase [23]
uses age, weight, and PPG. All channels are normalized and processed through
TimeWeaver’s conditioning encoder, and the model is trained globally across
pooled training subjects without victim-specific fine-tuning [28].

C Ethical Considerations

Our study has dual-use implications because it demonstrates attacks on ECG-
based key-generation schemes. To minimize harm, we use only previously pub-
lished datasets [32J2331], collect no new biosignal data, involve no human sub-
jects, and make no attempt to re-identify individuals. All data are used solely
to evaluate the studied constructions under subject-disjoint protocols.

D Open Science

To support open science, we make the datasets, model implementations, and
ECG-to-key algorithms used in this study available at:
https://github.com/EvanFr/HeartBreaker
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