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Abstract
Large language models (LLMs) have frequently been pro-

posed as useful tools for cybersecurity tasks like malware de-
tection, reverse engineering, and incident response. However,
little is known about whether and how cybersecurity practi-
tioners have adopted LLMs in enterprise settings, how they
perceive these tools and communicate about them with peers,
and what benefits or challenges they encounter in practice. To
fill this gap, we conducted 28 semi-structured interviews with
cybersecurity professionals from 26 organizations, with vary-
ing experience levels. We find that although LLM use is com-
mon and frequent, organizational policies governing this use
are often vague, inconsistent, and unclear to individual practi-
tioners. Practitioners face important challenges related to the
fundamental limitations of LLMs—such as unreliable outputs
and context window limits—as well as domain-specific chal-
lenges including poor performance on specific cybersecurity
tasks and restrictive guardrails that inhibit penetration testing.
Other key concerns included data leakage and productivity
loss. Beyond technical limitations, we find that confusion
around informal guidance and limited peer communication
is creating a psychological barrier, influencing practitioners’
adoption of LLMs and altering the traditional collaborative
culture and apprenticeship knowledge-transfer model of the
cybersecurity community.

1 Introduction

Large language models (LLMs) are increasingly being ap-
plied in many disciplines, and cybersecurity is no exception.
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Extensive research has evaluated LLM effectiveness on cy-
bersecurity tasks, such as reverse engineering [8], malware
detection [17], and capture-the-flag exercises [67]. Though
fully automated solutions are still limited, LLMs may still
offer benefits to defenders’ productivity and efficacy, which
could prove especially important as cyberattacks continue to
proliferate [22, 38] while cybersecurity professionals remain
in short supply [11, 26].

However, there is limited understanding of how cybersecu-
rity practitioners are adopting LLMs in real world settings and
how this adoption may be shaping professional practice. Early
work examines query data from one Security Operations Cen-
ter (SOC) to understand how LLMs are used in daily work,
finding that SOC analysts primarily used LLMs for sense-
making, context building, and low-level task support, while
retaining human decision authority [53]. Other research ex-
amines practitioner perspectives on LLM use within software
engineering workflows [21, 35]. Klemmer et al. [35] reported
mistrust in AI outputs and a lack of standardized verification
practices, whereas Giray et al. [21] highlight perceived bene-
fits such as reduced cycle time and improved quality, despite
limited objective productivity measures. Although these stud-
ies offer valuable insights, it remains unclear whether their
findings extend to the broader cybersecurity landscape, such
as incident response, threat intelligence, compliance, and dig-
ital forensics. Examining LLM adoption across a wider set
of roles is essential to identifying potential systemic shifts
in professional norms, collaboration patterns, and knowledge
transfer that may not be visible from a single vantage point.

Moreover, many groups of cybersecurity practitioners rely
on norms of openness, collaboration, and mentorship [19], as
demonstrated through competitions such as capture-the-flag
tournaments [5], bug report publishing [61], and online com-
munities [60]. This makes it critical to understand how LLM
use affects social dynamics in cybersecurity, such as how prac-
titioners communicate about LLM use with their peers, how
they perceive others’ use of such systems, and the informal
guidance and advice emerging around this technology.

To fill this gap, we conducted semi-structured interviews



with 28 cybersecurity practitioners across 26 distinct organi-
zations, with differing levels of cybersecurity experience and
different job roles. We aim to answer the following research
questions:
RQ1. What policies and guidance for LLM use are organiza-

tions providing to their cybersecurity practitioners?
RQ2. What challenges and risks do cybersecurity practition-

ers encounter when using LLMs, and what strategies
do they employ to address or mitigate them?

RQ3. How do peers’ shared perceptions, advice, and infor-
mal guidance regarding LLMs shape cybersecurity
practitioners’ adoption and use of LLMs?

Our findings indicate that many organizations lack formal
policies on LLM use, and informal guidance by peers is often
inconsistent. Yet, participants still reported that their organi-
zations encouraged the use of these models due to expected
increases in productivity. Additionally, our participants reveal
cybersecurity-specific obstacles associated with LLMs, such
as guardrails restricting “offensive” tasks like penetration test-
ing and red-teaming or models being unable to keep up with
the quickly-evolving cybersecurity landscape. To our surprise,
few participants expressed concern regarding potential adver-
sarial threats, such as data poisoning or prompt injection. This
raises the concern that such threats are not yet front of mind
for security practitioners, nor are they preparing for them.

Our most significant finding is a psychological barrier
that cybersecurity practitioners are experiencing: Participants
voiced a fear of being judged for using AI tools, with poten-
tial harm to their professional reputations. While this anxiety
rarely stops practitioners from using LLMs, we begin to ob-
serve a shift in social and interpersonal dynamics within the
community. These tensions highlight a pressing need for the
security community to engage in a broader dialogue about the
role of generative AI, to ensure that we preserve the collabo-
rative practices that have long supported the field.

2 Related Work

LLMs in Cybersecurity. There has been significant effort
put into evaluating LLMs for their potential application to-
wards solving or supporting security tasks such as penetration
testing [2, 14, 25], phishing simulations [7, 28], threat report
management [12], incident response [32], vulnerability de-
tection and repair [15, 18, 52], reverse engineering [8], and
anomaly detection [27, 54]. However, the majority of these
evaluations have been conducted in controlled environments
and have primarily focused on performance metrics. Some
prior work has examined the application of LLMs for security
tasks from a human-in-the-loop perspective [3,44,54,55], but
these studies often only propose frameworks for human-AI
collaboration or focus on non-expert/non-professional users.

Although some prior work has examined the impact of
AI on the broader cybersecurity landscape [23], there is lim-

ited prior research examining how individual practitioners are
using and integrating this technology into their day-to-day
workflow. Singh et al. [53] conducted the most relevant study
to date, analyzing queries from 45 SOC analysts from a sin-
gle institution over a period of 10 months with the goal of
understanding how they adopt LLMs into their daily practices.
While this approach yields valuable evidence about SOC an-
alysts’ technical use patterns, it is limited in scope and does
not capture practitioners’ subjective evaluations, sources of
frustration, or concerns about trust and accountability. To our
knowledge, ours’ is the first study to directly examine cy-
bersecurity professionals’ perceptions of their own use of
LLMs.

Impacts of LLM Usage in Software Engineering. Signifi-
cant effort has been expended by the community to investigate
the performance of LLMs on various software engineering
tasks and to systematize this knowledge [16, 29, 66]. More
specifically, prior work has focused on evaluating productivity
gains for tasks including routine coding [42, 58, 63], template
generation, and general library reference inquiries [16, 31, 45,
50, 56]. Additionally, there have also been efforts to examine
how developers are adopting generative AI tools in practice,
using surveys and interviews [21, 35] to identify common use
cases, perceived benefits, challenges, and expectations.

The impacts of LLMs on software engineering and en-
gineers can provide us valuable insights into how security
professionals and the security community may similarly be
affected. However, security professionals often operate in
higher-stakes settings and their decisions and outputs carry
significant security implications for their organizations and
others. Our work takes an important step forward in capturing
perceptions and practices of those security professionals and
potentially towards defining norms and standards for AI/LLM
usage within the broader security community.

Collaborative Culture in Cybersecurity. The cybersecurity
community has a long-standing tradition of resource shar-
ing, collaboration, and collective sensemaking, particularly
in support of newcomers and the adoption of new technolo-
gies. Community members often share free tools and learning
resources [62, 65], engage in online discussions [64], and
even provide free infrastructure for the purposes of educa-
tion [9, 57]. Even in competitive environments, such as vul-
nerability discovery [60], this prosocial behavior is common,
even if it might result in reduced personal gains.

This resource and information sharing behavior extends to
large organizations, which often share information relating to
cyber risk or threats strategically to collectively gain defensive
benefits [36, 37, 46]. Collaboration is also core to different
practitioners’ motivation to participate, including those in bug
bounty hunting [1, 4, 24, 48], security and system adminis-
tration [30], adversarial cyber testing [41], and vulnerability
discovery [43]. Entry into the cybersecurity community is



not always easy or accessible [19], and newcomers often face
challenges that mirror those in broader society [20, 34], mak-
ing participation in the wider community critical to progress.

AI adoption has the potential to reshape these social dy-
namics, which have long underpinned how the cybersecurity
community learns, collaborates, and grows, yet to our knowl-
edge, prior work has not examined this impact. Our work
seeks to capture the early impacts and perceptions of commu-
nity members in this formative stage of LLM adoption.

3 Method

We conducted 28 semi-structured interviews with cyberse-
curity professionals. This section describes our recruitment
methods, interview protocol, and analysis process.

3.1 Recruitment

To understand how the emergence of LLMs are impacting
the cybersecurity workforce, we recruited participants from a
wide range of cybersecurity roles. Recruitment was conducted
through cybersecurity mailing lists, LinkedIn posts, personal
networks, and snowball sampling from May to September
2025. We did not restrict recruitment based on specific re-
sponsibilities, prior experience with LLMs, or years of expe-
rience in the field. The only inclusion criterion was holding a
cybersecurity position within an organization. This broad re-
cruitment approach allowed us to capture diverse practitioner
perspectives and explore potential systemic or community-
level shifts in practice, collaboration, and culture.

Although this approach was intended to attract a diverse
set of participants, all participants recruited during this first
phase reported having more than three years of professional
experience and made regular use of LLMs. To obtain a more
diverse set of perspectives, particularly from early career prac-
titioners, we launched a second round of recruitment. We used
the same channels, as well as alumni mailing lists from uni-
versities with cybersecurity programs, to reach professionals
with less than 3 years of experience.

Screening Survey. All participants completed a prescreening
survey to confirm eligibility. Participants had to be at least
18 years old and currently employed in a cybersecurity posi-
tion. The survey collected information about the participant’s
job role, LinkedIn profile, background, and organization de-
tails. Eligibility verification required a valid LinkedIn account,
which was necessary to filter out bots and prevent participant
fraud, and a job description consistent with cybersecurity re-
sponsibilities. Responses that did not meet these criteria were
not invited to interview. Other information collected in this
survey (e.g., technical background or employing organization)
was not used to restrict participation but was retained for later
use in data analysis and presentation of results.

Ethics Statement. This study was approved by the Univer-
sity of Maryland Institutional Review Board (IRB). Partici-
pants’ names, LinkedIn accounts, and email addresses were
initially collected in order to schedule interviews. Identifying
information was stored separately from the interview data
and deleted immediately after participants were compensated.
During the transcription process, all personal identifiers were
also anonymized to ensure confidentiality. Informed consent
was provided in the screening survey and again immediately
before each interview. Participants were informed that they
were permitted to withdraw from the study at any point during
the interview and that they could choose not to answer any
question if they so chose. In addition, we also never asked
participants to disclose sensitive information about their work
or organizational security environment. Each participant was
compensated with a $50 Amazon gift card.

3.2 Semi-Structured Interviews

We conducted one-hour-long, semi-structured interviews re-
motely through Zoom. All interviews were conducted by
the first author for consistency. The interviewer followed a
detailed guide to confirm consent, avoid asking leading ques-
tions, and confirm contact information for compensation. The
full interview protocol (available in Appendix A) was orga-
nized into the following two sections:

Organizational Policy & Informal Guidance. The interview
began with introductory questions asking participants when
and why they began using LLMs for cybersecurity-related
tasks. We then asked whether they had received any formal or
informal training on AI use (e.g., prompt engineering). Par-
ticipants were also asked about their observations of peers’
LLM use and how LLM-related knowledge and practices
were shared among colleagues. Those with more experience
in the field were asked if they would recommend LLM use to
less-experienced practitioners, while less-experienced practi-
tioners were asked if they were encouraged to use LLMs. We
also asked about informal guidelines and workplace culture
surrounding LLM use.

Use Cases, Challenges & Perception of Risk. Participants
were asked to provide concrete examples of cybersecurity
tasks in which they had integrated LLMs. We then asked
participants to describe how they verify and evaluate LLM
outputs, followed by questions about their confidence in these
processes and challenges that they encounter. Participants
were also asked to reflect on perceived risks associated with
LLM use. The interview concluded with questions about par-
ticipants’ beliefs about the future of LLMs in cybersecurity.

To refine the protocol, we conducted three pilot studies.
The first revealed a few leading and unclear questions, which
were revised. The second and third pilots showed no further



issues, so they were retained in our final dataset.

3.3 Thematic Analysis
All interviews were transcribed using Zoom’s automatic
transcription; errors were corrected manually; and any PII
was redacted. For a subset of interviews where Zoom’s
transcription failed, audio was transcribed using OpenAI’s
whisper-large-v2 model, run entirely locally on institu-
tional hardware with no data transmitted to any external party.

The transcripts were analyzed using thematic analysis [10].
To develop the initial codebook, three researchers indepen-
dently coded five interviews. The researchers then discussed
initial themes and codes, arriving at a canonical codebook. 1

The remaining interviews were then doubly-coded using this
codebook. The first author coded all interviews for consis-
tency, while the other three researchers split the remaining
interviews. The same codebook was applied to both partici-
pant groups (more experienced and less experienced) since
the interview protocol only differed by two questions.

Whenever new codes or themes emerged, the research team
met to discuss and reconcile these codes, after which the first
author recoded relevant interviews to maintain consistency.
Broad thematic saturation stabilized after coding nine partic-
ipants, which included a mix of both more and less experi-
enced participants. However, given the exploratory nature of
this study, the detailed codebook, and the diversity of partici-
pants’ responsibilities, more detailed sub-themes continued
to emerge throughout the coding process.

We did not calculate inter-rater reliability (IRR) since
themes and codes were developed collaboratively and itera-
tively, and the codes for each interview discussed and recon-
ciled in meetings to ensure agreement [40].

3.4 Threats to Validity
As with any interview study, there are limitations that should
be considered when interpreting our findings. Our semi-
structured interview protocol asked participants to recall their
past experiences with LLMs; it is possible that participants
may have forgotten about or misremembered some instances.
We opted not to attempt direct observation of workflows, given
that many security professionals work with sensitive data or
in secure or restrictive settings.

In addition, participants may have been less inclined
to describe experiences where they misused LLMs or if
they perceived their usage as potentially embarrassing or
stigmatizing—for instance, if their usage could be interpreted
as over-reliance. We attempted to address this by using non-
judgmental language and assuring our participants that their
experiences would be anonymized and kept confidential, in or-
der to encourage them to share honestly. We also never asked

1See the codebook for details: https://osf.io/97u5r/overview?
view_only=9aead8bb2f6447c184f6d5df975079f0.

participants to disclose sensitive information about their work
or organizational security environment.

Finally, our participant pool was small but varied. This al-
lowed us to explore perspectives from a range of different
cybersecurity job roles, experience levels, and organization
sizes, but (as with any qualitative study) our findings may not
be generalizable to the broader cybersecurity community, and
especially to job roles/responsibilities for which we were un-
able to recruit. Additionally, most participants were US-based,
with smaller numbers from Europe and Asia, so findings may
be most applicable to Western contexts.

These limitations are well within the acceptable margin
for qualitative work. Our findings still provide a valuable
insight into how cybersecurity professionals are using and
perceiving LLMs for their security-related tasks in this critical
and formative stage of the technology.

4 Study Participants

We received 46 survey responses, from which 41 eligible par-
ticipants were invited to schedule an interview. In total, 29
interviews were conducted. One interview was excluded due
to a participant’s misrepresentation of their job responsibil-
ities in the survey. As a result, our findings are based on 28
participants from 26 different organizations.

Table 1 shows a condensed summary of participant charac-
teristics. 16 participants reported having three or less years of
experience, while 12 had more than three years. This three-
year mark is a natural dividing point to distinguish practi-
tioners whose expertise developed largely before or after
widespread LLM adoption, and aligns with a typical point
of early-career promotion based on LinkedIn profiles we re-
viewed. We therefore use this three-year mark in the remain-
der of the paper to differentiate less-experienced from more-
experienced participants. Across our sample, participants col-
lectively represented more than 16 distinct job responsibilities,
with the most common being penetration testing, threat de-
tection, and incident response. Participants were employed
across diverse organizational types, though technology orga-
nizations were the most prevalent. Of these organizations, 2
reported having a single cybersecurity practitioner, 15 had
fewer than 50 practitioners, and 11 employed more than 51
practitioners. A complete breakdown of our participants can
be found in Appendix 2.

4.1 Reported LLM Use Among Participants
All participants reported using LLMs in their professional
work on a regular basis, with 17 describing daily use, 8 report-
ing use several times per week, and 3 reporting monthly use.
Reported uses spanned a wide range of cybersecurity tasks
and were often tailored to individual workflows; however,
several recurring categories appeared across roles, most of
which align with general-purpose LLM use reported in other

https://osf.io/97u5r/overview?view_only=9aead8bb2f6447c184f6d5df975079f0
https://osf.io/97u5r/overview?view_only=9aead8bb2f6447c184f6d5df975079f0


Category Response Count

Years of exp. >3 12 (43%)
3+ 16 (57%)

Responsibilities Penetration testing 8 (29%)
Threat detection 6 (21%)
Incident response 6 (21%)
Compliance 4 (14%)
Risk management 3 (11%)
Red teaming 3 (11%)
Threat hunting 3 (11%)
Triage 3 (11%)
Consulting 3 (11%)
Threat intelligence 2 (7%)

Usage freq. Daily 17 (61%)
A few times a week 8 (29%)
A few times a month 3 (11%)

Org. type Technology 13 (46%)
Government 4 (14%)
Finance 4 (14%)
Academia 3 (11%)

Team size 1 2 (7%)
2-50 15 (54%)
51+ 11 (39%)

Table 1: Summary of our participants (most common cate-
gories). P14, who works at a large organization, declined to
specify the size of the cybersecurity team.

domains [21, 35]. For baseline context, we summarize these
below as five high-level use-case themes.

Code Generation and Other Technical Applications. The
most commonly discussed use case was code generation, used
to automate tasks and reduce time spent on repetitive work.
More broadly, participants applied LLMs to other technical
tasks, including generating phishing content and creating test
cases for quality assurance.

Natural Language Generation. Participants also often de-
scribed leveraging the natural language capabilities of LLMs,
such as for writing reports, simplifying technical writing, and
generating training materials.

Retrieving and/or Summarizing Existing Knowledge. A
third common use case was retrieving or summarizing existing
knowledge. Participants often used LLMs in place of search
engines for software library documentation, market research,
threat intelligence, or educational purposes.

Data Processing and Analysis. Participants also noted ap-

plying LLMs for data processing and analysis tasks. We dis-
tinguish these analysis tasks from information retrieval tasks
because participants described using LLMs to generate new
information rather than recall existing information. These
tasks included using LLMs for network analysis, reverse engi-
neering, reimplementing cryptographic routines, and assisted
in exploiting vulnerabilities. P21 shared that they find LLMs
particularly helpful in creating intrusion detection signatures,
especially for encrypted communications.

Obtaining novel perspectives and guidance. Many partic-
ipants described using LLMs to obtain novel perspectives
or high-level guidance. Notably, LLMs were used as a “co-
worker” to brainstorm ideas, troubleshoot, provide initial guid-
ance, or check if their intuition was on the right track.

5 Understanding The Landscape

We present results of our thematic analysis exploring how
cybersecurity practitioners are adopting LLMs in their daily
work. In this section, we present the organizational policies
and overall attitudes toward LLMs among peers and manage-
ment (RQ1). In Section 6, we describe the challenges that
participants face, perceived risks of such challenges, and their
mitigation strategies (RQ2). Lastly, in Section 7 we shed light
on the psychological barriers and shifting social dynamics
surrounding LLM adoption (RQ3).

5.1 Organizational Policies on LLM Usage
Vary Widely, with Little Oversight

Participants reported a wide spectrum of organizational poli-
cies, from those with no formal guidance to those with strict
rules and clear recommendations for LLM use. Overall, partic-
ipants’ experiences can be grouped into three broad categories,
with roughly a third of participants falling into each.

No Clear or Communicated Policies. Participants in this
group were unsure whether any formal policies existed, and
reported receiving no explicit guidance. Despite the lack of
formal policies, most participants in this group reported that
they avoid including personally identifiable or client informa-
tion in LLM inputs due to privacy concerns.

Relaxed or Generic Policies. Participants in this group re-
ported that their organization had LLM policies in place, but
that the policies were relaxed or fairly non-specific, usually
relating to protecting proprietary data. P2 described their or-
ganization’s LLM policy:

“So far, that policy is basically, as long as you’re
not putting any company or customer data, you can
use the general LLMs like ChatGPT, Claude.” (P2)



Restrictive Policies. Participants in this group described
working in environments with stricter oversight that extended
beyond avoiding customer or personally identifiable informa-
tion. Some were instructed not to submit information that
could reveal internal vulnerabilities. Others were limited to
specific models, typically customized internally or locally
hosted systems or enterprise licensed ones. Participants work-
ing in or contracting for government agencies also reported
that specific tools, such as DeepSeek, were banned.

A few participants interested in deeper LLM integration
reported frustration with API restrictions that limited them to
the chat interface. P24 expressed his frustration:

“We’d love to train a model on our triage process,
so it’d be better at doing what we’re actually look-
ing to do with it, but [...] they don’t want us doing
certain things yet.” (P24)

Limited Enforcement and Employee Responsibility. Re-
gardless of policy strictness, most participants reported that
policies and recommendations are generally not tailored
specifically to cybersecurity tasks, and there are limited or no
controls to ensure compliance. A few participants noted ef-
forts were underway to implement additional controls, while
other organizations relied on existing data loss prevention
measures. But ultimately, the responsibility for misuse of
these models largely falls on the individual employee.

5.2 Organizations Encourage LLM Use, But
Informal Guidance Remains Mixed

Despite the frequent absence of clear policies, junior partici-
pants commonly reported that they generally felt encouraged
to use LLMs to enhance productivity, particularly when the
organization had invested heavily in an enterprise model.

While participants generally perceived the organizational
sentiment as encouraging, several also reported receiving cau-
tionary warnings. P19 suggested this may reflect a tension
between goals: organizations support practitioners in lever-
aging the potential benefits of LLMs while simultaneously
expressing concern about misuse that could violate policies.

Adding to the conflicting guidance, another participant
described mixed signals between management and their team.
P24 described the situation, stating:

“I would say my team was not doing it, but the on-
boarding process emphasized it [...] They’re really
pushing automation.” (P24)

They attributed their team’s limited use of LLMs to two fac-
tors: first, many of their roles do not require coding, and sec-
ond, a generational difference, with newer team members
appearing more open-minded toward LLMs.

6 Risks and Challenges

This section describes the challenges participants encountered
when using LLMs, the risks they perceive, and some of the
strategies they use to navigate these difficulties (RQ2). While
many of these challenges echo findings from adjacent do-
mains [35, 49], we highlight where cybersecurity introduces
distinct dynamics.

6.1 Lack of Training and Productivity Loss
A key challenge with any new technology is learning how
to use it effectively. Most participants reported receiving no
training and having a limited understanding of LLM mecha-
nisms. Three junior participants mentioned receiving prompt
engineering training from their organizations; however, they
described this training as generic, not specific to cybersecu-
rity, and not particularly useful. P24 even called it a “joke.”
While we did not directly ask participants about prompt en-
gineering confidence, several more-experienced participants
expressed uncertainty in their prompting abilities. To try to
keep up, some mentioned learning independently through
online courses or blog posts. Although several practitioners
appeared eager to learn in their own time, a few noted that
integrating these tools into their existing workflows was out
of scope due to their heavy workloads.

More experienced participants deal with limited LLM
expertise by reverting to manual task completion. Given
limited training, the majority of participants shared that they
prompt the LLM as if they were talking to a real person. In-
terestingly, while both experienced and novice participants
reported using conversational prompting, they expressed dif-
ferent sentiments about their capabilities.

More experienced participants, such as P1, expressed
greater frustration with ineffective prompt engineering: “Get-
ting the prompting correct is a skill that’s extremely important
[...] it works great or it just doesn’t work at all just based upon
the prompting.” These participants tended to give up on the
LLM after several iterations, applying their experience to ac-
complish tasks manually rather than wasting time continuing
to engage. P9 further warned that lack of domain knowledge
can aggravate time loss:

“Don’t use LLMs [...] if you don’t know what you’re
doing, because you’ll end up creating a lot of work
for later on.” (P9)

Most experienced practitioners therefore recommended re-
stricting LLM use to tasks within one’s expertise.

In contrast, more junior participants tend to continue
prompting until the task is complete. Junior participants
were generally more confident about getting the model to
provide the necessary information they needed. At the same
time, some also reported not being confident in their ability



to complete tasks without the LLM. As a result, these partici-
pants generally continue prompting until they get a result they
are happy with. P21 reported:

“There’s no specific amount of tries or time, it’s
just until you get the result.” (P21)

He later explained that his continued reliance on an LLM
to complete a task reflected a lack of organizational support,
which left him to resolve issues on his own.

Tasks that require too much context are not worth it. Even
when participants possess the necessary knowledge, they re-
port that the models’ lack of contextual understanding can
also lead to wasted time. Many reported manually providing
required context to remain policy-compliant, but believed the
effort outweighed potential benefits in some cases. P10 ex-
plained that when extensive context was required, he often
found himself questioning the value of using the model at all,
since completing the task manually was faster.

“The LLM doesn’t have an underlying knowledge
of why you’re doing something. Unless, you explain
it, but you would require a lot of context. At some
point you get to [thinking], isn’t it much easier for
me to do this myself?” (P10)

As a result, many participants prefer to leverage LLMs for
smaller, more scoped tasks that require minimal context such
as decryption or generating small scripts, where the models
tend to perform reliably.

Several participants suggested an ideal way to mitigate this
challenge would be to integrate the model into their workplace
systems, to allow for a better understanding of their operations.
However, only a few reported having this capability in their
organization. One participant, P6, explained the benefit of
this integration in applying organizational context to produce
tailored outputs:

“We’ve got an internal MCP server now as well.
[...] it can fetch the HTML of a web page and then
it’ll think about the HTML and say why is this web
page malicious [...] It shortens the time it takes for
us to go find something to key in on when we’re
writing a brand new detection rule.” (P6)

6.2 Overreliance Can Hinder Learning and
Critical Thinking

Participants also expressed concerns that overreliance on
LLMs could erode critical thinking. Many saw this risk in
their own practice, while more experienced participants were
particularly concerned about less experienced practitioners
becoming overly dependent.

“I think it’s a crutch for some younger folks. I think
it can remove some of the technical burden, right.
And it can enable people to not understand the fun-

damentals as easily. I think that’s kind of a more
subtle negative.” (P19)

This connects to participants’ belief that while LLMs can
help users learn information, genuine expertise can only be
developed through conventional learning methods.

“What if I [had access to this back when I was
learning?] This sort of would simplify my work, but
I would not have learned to reverse engineer. Star-
ing at my screen for 8 hours a day trying to figure
some obfuscation out. [...] If you don’t get your
reps in to actually understanding that, generative
AI will not help you get better at your job. You may
masquerade as a useful employee for a while until
it plateaus to a certain point where you need some
expertise.” (P9)

Perhaps surprisingly, this concern was echoed by several of
our less experienced participants who had recently graduated,
who reported that they were able to complete their cyber-
security degrees with higher grades but comparatively less
effort through the use of LLMs. P22 even reflected that, in
retrospect, he would have approached his studies differently.

“I should have worked my [profanity] off to get
good grades. Now getting my grades was easier,
so I don’t know anything, to be honest with you.
Maybe if I refresh I might get something, but I’m
blank.” (P22)

In fact, several of our less experienced participants shared
that while access to LLMs does give them greater courage to
tackle new tasks, it also slightly diminishes their confidence
in their own technical abilities.

A few participants shared that they have taken measures to
mitigate these effects, such as limiting their use of LLMs to
automate tasks that do not require much thinking, or to collect
information.

6.3 Hallucinations and Lack of Safeguards for
Validation Increase Likelihood of Errors

Unsurprisingly, hallucinations and errors were among the
most commonly discussed challenges of using LLMs.

Validation strategies are commonly ad-hoc. Similar to find-
ings from prior work [35], participants nearly unanimously
reported an absence of formal safeguards or structured proce-
dures to verify model outputs. To mitigate these challenges,
participants described using common strategies, such as ex-
perimenting with different models to compare responses and
evaluating performance against existing trusted solutions.

Multi-level reviews enable verification but dilute responsi-
bility. Some participants noted that their organizations’ exist-
ing multi-level review processes (predating LLMs) can help
catch errors in LLM-generated content before sharing with



critical stakeholders. For some junior participants, these re-
views provided the sense of a safety net: a belief that risks
from LLM outputs could be tolerated because someone else
would catch them later. In contrast, more experienced partici-
pants responsible for the final product emphasized that they
cannot afford to take chances when their name is on the line.

Incorrect outputs have caused real harms. Two participants
reported experiencing verification failures that have already
led to direct harms. P27 relied on an LLM-provided script
that resulted in data deletion:

“I just prompted asking, I need a script where I can
delete the browser cache [...] I ran the script, and a
couple of people came to our team, saying that they
lost their saved passwords and bookmarks.” (P27)

For P27, this negative experience resulted in anxiety about
future use (i.e., fear of “breaking things” again). Although
increased caution could be viewed positively as a means to
limit future errors, P27 reported that in practice, no additional
organizational safeguards were implemented and he did not
change his behavior, even after multiple incidents had oc-
curred. He explained that given the limited support available
from his team, he saw no other alternative but to assume the
risk in order to complete his tasks.

P7 reported an incident that created reputational damage:
“It had hallucinated the internal IPs. The colleague
hadn’t paid attention, he just copy, paste it, put in
report. And, uh, yeah, the client noticed that, and
they went a little crazy.” (P7)

Other participants speculated about similar risks that could
arise from undetected output errors. Because of risks like
these, many participants expressed a strong view that LLMs
should never be used to make permanent decisions or perform
independent actions without oversight from humans.

Limited discussion of threats to LLMs. Notably, few partic-
ipants mentioned possible adversarial threats to LLMs, such
as data poisoning and prompt injection, which could further
aggravate the risks of incorrect outputs. Those few who did
express awareness of these threats did not describe any miti-
gation measures. This suggests that attacks on LLMs, and the
consideration of LLMs as part of an attack surface, did not
appear to be front of mind for practitioners in our study.

6.4 Participants Consider Data Leakage Risks
But Often Scope Them Narrowly

The most frequently cited risk was potential data leakage.
However, unlike other risks, no participant reported expe-
riencing this issue in practice. It remains unclear whether
incidents have not occurred, went unnoticed, or were undis-
closed due to non-disclosure agreements. Most participants
expressed concern about inadvertently violating policies or

laws by exposing sensitive data, with some fearing personal
repercussions if a leak were traced back to them.

Some participants recognize broader categories of sen-
sitive data, but input limitations are typically narrow in
scope. A few participants specifically mentioned the risk of
malicious actors accessing data that could enable attacks, such
as indicators of compromise (IOCs) collected in their threat
intelligence process. P15 reported fearing that if attackers
obtain insights about defense systems, they will be given an
advantage.

Despite this concern, none of our participants described
taking steps to avoid these risks, beyond basic organizational
policies to protect, e.g., PII. Some of the data participants re-
ported inputting into LLMs without enterprise licenses or data
handling agreements was surprising. One striking example
came from P18, who relies on a personal (non-organizational)
LLM, and whose job responsibility includes collecting ques-
tionnaire data to identify companies’ cybersecurity weak-
nesses and make recommendations.

“What I do is once I have those 157 data points
[...] I just put that information into ChatGPT and I
tell him, what are the missing points? Just tell me.
How should I consult my target company, how do
I improve their cybersecurity infrastructure. So it
does most of the work for me.” (P18)

When asked, he mentioned that no personally identifiable
information like the organization’s name is included in the
data. However, even without PII, this data can disclose the
potential vulnerabilities of an organization.

Only P25 described an organizational policy to avoid in-
putting information that can disclose vulnerabilities, but he
was not sure why this policy was needed.

“Information that can be used to exploit a system,
we’re not supposed to put that in there either. Now,
why? Why not? I don’t know. It’s weird.[...] We’ve
been actually surprisingly restrictive. [...] but what
are the actual practical consequences of having
information in there?” (P25)

6.5 LLMs Do Not Perform Well for Certain
Cybersecurity-Specific Problems

Participants also reported cybersecurity-specific challenges.

Model guardrails inhibit penetration testing. One such
challenge, reported by several participants, is that model
guardrails can hinder some security tasks. Guardrails that
are intended to prevent malicious use cases can cause diffi-
culties for penetration testing and red-teaming, which natu-
rally overlap with malicious activity. Participants like P14
described continuing efforts to work around guardrails that
are frequently updated, requiring new strategies:



“I have to jump through hoops because of ethical
guidelines that these LLMs have [...] I have to re-
generate the prompt in a way that it understands
that it’s not for malicious reasons, so that it gives
me the script. And every time it gets smarter [...]
so I cannot use the same thing again, so it’s a little
cumbersome.” (P14)

Documentation is updated faster than models are. As pre-
sented in 4.1, practitioners frequently rely on LLMs for guid-
ance and domain-specific knowledge in cybersecurity, such as
indicators of compromise (IOCs) and information needed to
craft detection rules. While much of this information is avail-
able online, it is continuously updated. Participants reported
noticing that the models often lag behind these updates, which
results in the guidance being less helpful. P4 explains that
this occurs to him with a specific detection language query
whose documentation is constantly being updated.

“It definitely falls short, especially on more niche
things. So, like, the detection language that we write
our rules in [...] There’s public documentation on
it but it’s updated pretty regularly, [...] so it doesn’t
do very well at that niche component.” (P4)

Malicious infrastructure raises the stakes of AI actions.
Another participant—whose role involves malware analysis—
raised a different issue: whether agentic AI systems might
inadvertently interact with or access the infrastructure of ma-
licious actors, which could lead to unintended exposure.

“I’m a little worried about some of the smarter
LLMs trying to reach out to links in malware or
whatever. Because when we’re dealing with APTs,
you never touch attacker infrastructure from an in-
cident response company’s network. That’s just a
complete no-no.” (P8)

At the time of the interview, he did not consider this a current
risk, but framed it as a plausible and likely future concern.

6.6 The Benefits Usually Outweigh the Risks,
and Even When They Don’t, There’s No
Alternative

While participants acknowledged the aforementioned risks,
ultimately, most viewed them as manageable and ultimately
outweighed by the benefits. In practice, even those who felt
apprehensive often chose to use LLMs to complete their work.

LLMs save time and effort, especially for undesirable
tasks. One of the most commonly reported benefits was a
reduction in the time required to complete tasks, particularly
when practitioners had a clear understanding of what they
needed from the LLM. Reduction in time was especially ev-
ident in tasks where LLMs demonstrated clear advantages

over humans. Participants highlighted examples such as un-
derstanding obfuscated code or detecting homoglyphs, which
can be particularly challenging for humans. P8 explained that
he finds the models very helpful for deciphering obfuscated
code and searching through junk code to pick out the ma-
licious pieces of code he needs. Time efficiency was often
accompanied by a reduction in cost. In fact, P1 describes an
instance where use of LLMs lead to a faster recovery from a
ransomware attack:

“We were able to programmatically go through and
extract the data that we needed to get recovered
quicker and keep the client from having to pay mil-
lions of dollars in ransom.” (P1)

Perhaps one of the greatest advantages participants report
is the ability to offload tasks that they either have little desire
to perform or do not feel confident performing. One com-
mon example, as mentioned in 4.1 is code generation, which,
while often required, is not the primary responsibility of many
cybersecurity practitioners. Some participants also reported
offloading tasks such as analyzing assembly code.

Overall, risk considered low and manageable. While par-
ticipants acknowledged the existence of various risks, many
expressed confidence in their ability to manage them. This
perception can perhaps be explained by the fact that only a
few participants could recall any significant negative impacts
resulting from the use of LLMs or an automated decision
made by an LLM. Some participants argued that although
LLMs introduce mistakes, these are not more frequent than
those made by humans:

“I mean [...] there’s always false positives, but not
any more or less than, let’s say, a human.” (P3)

Others expressed that their trust stemmed from strategic
use of LLMs in contexts where risk is limited or inaccuracies
pose minimal consequences, particularly because they used
models that cannot act autonomously.

Sometimes practitioners feel they have no other choice.
While most participants reported that, overall, the benefits
outweigh the risks, several participants also argued that their
reliance on LLMs is largely due to necessity. P14 explained
that he continuously prompts the model until it produces the
desired output because he does not have someone to turn to
for assistance in completing his tasks.

“Until it works, because there’s nobody who’s com-
ing to help me.” (P14)

P26, meanwhile, reported asking an LLM when her co-
workers do not know the answer.

“I asked my coworkers, they also don’t know, I’m
gonna ask ChatGPT.” (P26)

These observations highlight the complex ways that AI
tools have affected workplace relationships, as we will discuss
in the next section.



7 The Psychological Barrier

While the challenges above largely mirror those reported in ad-
jacent fields, our most significant and novel finding concerns
a psychological barrier. In examining the social dynamics sur-
rounding generative AI adoption, we found that fear of “what
will others think of me if I use AI?” was common among
participants and carries significant implications. While this
concern does not prevent practitioners from adopting AI, it is
shaping how they communicate about its use, influencing long-
standing social norms of openness, knowledge sharing, and
mentorship within the cybersecurity community (RQ3) [19].

Fear of judgment regarding LLM use discourages sharing
among practitioners. During our analysis, we noticed par-
ticipants described two types of behaviors that deviate from
what might be expected given the cybersecurity community’s
well-known culture of openness and sharing [19]. The first
was that many participants reported not knowing how their
colleagues use LLMs. While they were aware that it was now
a commonly-used tool, they did not actively try to engage
in conversations about LLM usage. P7 shared that the only
reason they learned about their coworkers’ LLM usage was
because of a team activity:

“It was funny, we had an off-site meeting with all
my colleagues, [...] and it seemed everyone but one
person out of the team, we all did this. We just
hadn’t talked to each other.” (P7)

The second, and arguably the most surprising, was partici-
pants’ fear of revealing their use of these tools to their team-
mates. P25 explained that they hesitated to disclose their use
of LLMs out of concern that others might question their be-
havior or restrict their access:

“I would basically hide that I was using the LLM,
because [...] I didn’t want people to question that,
and limit my ability to use it.” (P25)

Other participants fear being negatively perceived as overre-
liant on these tools.

“Everyone kind of keeps it to themselves. [...] I
think people who rely on it a lot don’t really like to
say that they use ChatGPT.” (P26)

Similar fears have been documented among researchers re-
luctant to disclose LLM use in academic papers for fear of
violating cultural norms around individual effort [6].

At first glance, these concerns might seem speculative, be-
cause participants who expressed fear of disclosing their LLM
usage did not report direct experiences of being judged or
stigmatized for doing so. However, conversations with more
experienced practitioners revealed that these fears were not
entirely misplaced. Several described instances in which the
misuse of such tools had negatively influenced how users
were perceived:

“I’ve seen AI used in my organization in a way

that gives the impression of a lack of care, concern,
or even knowledge of their subject matter, which
[...] reduces your confidence in them [co-workers].”
(P9)

Moreover, research in organizational behavior has found that
in fact, disclosing AI use does erode other people’s trust in
the AI user [51].

Heightened concerns about job security incentivize non-
disclosure. This fear of judgment is further compounded by
job uncertainty. Despite the oft-cited demand for skilled cyber-
security professionals, the current job climate does not always
reflect this need [39]. While not all participants expressed con-
cerns about their own job security, some observed early signs
of displacement in entry-level jobs, particularly for SOC an-
alysts. More generally, participants anticipate near-term job
cuts, with P6 describing a widespread fear of AI-driven re-
placement:

“Everybody has it in the back of their mind where
eventually, this is going to replace my job.” (P6)

This added uncertainty compounds the psychological barriers
to openly using AI tools or seeking guidance. Practitioners
are understandably reluctant to give their employer any evi-
dence that an AI tool is particularly useful for their job, or an
additional reason to form negative perceptions of their com-
petence or motivations. This transparency dilemma is a topic
of significant study in organizational behavior (e.g., [51]);
however, it has not, to our knowledge, yet been documented
in other technical communities.

Participants’ fear of judgment surpasses their desire to
learn from others. Interestingly, although many participants
mentioned that they do not actively share insights about their
LLM use for cybersecurity tasks, one of the most valuable
insights they sought from this study was learning how others
use these tools. Participants believe that observing others’
experiences would be beneficial, as it could help them identify
new use cases, adopt effective strategies, or confirm their own
assessments concerning LLMs:

“If everyone else in the security industry is saying,
‘Hey the LLMs are getting better for most security
tasks,’ [...] I might be able to relax a little bit and
trust it a little bit more for simpler things.” (P8)

P7 even expressed a desire for a structured guide on LLM use
in cybersecurity, as they currently rely on trial and error for
every task.

Participants clearly understand the benefits of knowledge
sharing, yet their fear of judgment seems to outweigh their
drive to learn and enhance their skills in applying LLMs.
Unfortunately, the consequence of this mindset extends far be-
yond individual learning. By limiting the exchange of insights
and strategies, these social pressures threaten to erode the
cybersecurity community’s collaborative culture. Moreover,



they can also undermine the community’s collective ability to
respond effectively to ever-evolving threats, including adver-
sarial threats directed at LLMs themselves.

Demand for teamwork and mentorship is declining. We
also observe that the integration of AI tools is affecting so-
cial dynamics within the community. Importantly, this effect
was raised spontaneously by participants, without any prompt-
ing. Participants described becoming less inclined to ask col-
leagues for advice or help on tasks. P12 reported that when
seeking guidance, their default approach is now to consult an
LLM instead of a human colleague. This pattern of usage can
result in a decline in teamwork:

“I thought I should be working with the people, but
then I’d realized they knew less than the LLM. I was
like, ‘Well, I probably should just rely on the LLM
entirely then, and not work with the people.’ [...] It
doesn’t build up teamwork. It doesn’t integrate well
with organizational processes.” (P25)

This shift is similarly affecting the mentorship model. We
find that the demand for guidance and support from more ex-
perienced practitioners appears to be decreasing. This change
has some benefits, including faster feedback and avoiding po-
tential negative judgment due to lack of experience or asking
basic questions. P28 shared a challenging experience when
first starting out in cybersecurity and needing to ask many
questions:

“When I started with cybersecurity back in 2018,
there wasn’t much resources [...] It was pretty much
heavy Googling and literally asking people, asking
senior professionals. Pretty much a dependency,
and now it’s not the case, LLMs always help to give
you that knowledge quicker.” (P28)

Similarly, P17 recalled asking questions on Stack Overflow
and receiving a discouraging reception:

“If you have any doubts, you have to post in Stack
Overflow, and some people [...] will get angry if you
ask any basic question, right? So, rather, I would
ask this question to ChatGPT.” (P17)

These comments align with prior work that has identified men-
toring and apprenticeship, rather than formal education, as
the primary mechanisms for developing cybersecurity exper-
tise [1, 61]. At the same time, some of our more experienced
practitioners reported a conflict between giving tasks to junior
co-workers—who might take longer to accomplish the task
but would learn from the experience—and using an LLM.

While LLMs offer considerable assistance, our findings
(e.g., Section 6.1) reveal that they cannot fully replace hu-
man support, especially when the models fall short and less-
experienced participants get stuck. In these situations, partic-
ipants still require guidance from human mentors; without
it, they risk wasting significant time or making errors that
could have serious consequences. P9 described just this type

of mentorship situation:
“[He] threw the code at the LLM, and it gave him
this blob of code that was, like, 40 lines long, super
complex. We spent 13 minutes reverse engineering,
line by line, in Ghidra. [...] And he realized how
simple it was [... it] just looks confusing in your
first go. So he just threw it to AI to get the answer,
instead of just working through it.” (P9)

In this case, the availability of a mentor helped overcome
LLM challenges.

8 Discussion

Through in-depth interviews with a broad range of cybersecu-
rity practitioners, we were able to uncover a less-discussed but
potentially highly impactful challenge: the psychological and
social dynamics shaping generative AI adoption. Fear of judg-
ment, uncertainty about policies, and questions of competence
appear to influence how professionals engage with AI. Rather
than collaborating and sharing knowledge as the community
has traditionally done, many practitioners are navigating AI
adoption largely on their own. These findings make it clear
that integrating AI into cybersecurity is not just a technical
challenge—it is fundamentally a human one.

8.1 Signals of Cultural and Community Shifts

Our findings suggest a departure from long-standing tradi-
tions of collaboration, discourse, and resource sharing within
cybersecurity communities, with respect to generative AI and
LLMs. This departure appears to be partly driven by a per-
ceived stigmatization of LLM usage within the security com-
munity. As a result, our participants are often reluctant to
share their full use of LLMs for work tasks with their cowork-
ers, and even less willing to share best practices or prompting
strategies. In these instances, fear and stigma actively pre-
vented knowledge transference and collaboration, creating a
tense environment in which most professionals acknowledge
(and likely expect) widespread LLM usage by their peers, yet
choose not to disseminate their own practices.

Several interacting factors may be contributing to this per-
ceived stigma. First, many participants described organiza-
tional policies as unclear, inconsistent, or entirely absent. This
lack of clarity leaves practitioners uncertain about acceptable
use and concerned that they might unintentionally violate poli-
cies and be held personally accountable for potential damages.
Limited training and few opportunities to experiment further
compound this uncertainty, reducing confidence and making
practitioners hesitant to discuss their LLM use with peers.

Beyond organizational policies and training, social and cul-
tural norms within cybersecurity may also reinforce the per-
ceived stigma around LLM use. As reflected by participants
such as P9 (Section 6.2), professional norms have long em-



phasized technical expertise and the value of “earning your
stripes” through experience. In many disciplines, this mer-
itocracy is a source of professional pride and identity, and
effortful learning is often treated as a signal of competence
and legitimacy [59]. In cybersecurity, mentorship has histori-
cally been a key avenue for transmitting scarce, specialized
knowledge [20]. Consequently, the emergence of LLMs can
be perceived as disrupting traditional learning dynamics by
enabling newcomers to bypass established pathways of ex-
pertise, thereby potentially threatening what psychologists
describe as occupational or professional identity [33]. Such
perceived identity threat may bias how practitioners interpret
and evaluate LLM use by others, likely contributing to the
observed stigmatization of those who rely on these tools.

It’s also important to note that workload pressures and
limited access to supportive mentorship further shape these
dynamics. Several participants noted consulting an LLM in-
stead of a senior co-worker because guidance from the AI was
faster or more convenient. One of our participants also shared
using LLMs as a strategy to avoid toxic elements within the
community, which highlights that traditional mentorship is not
always available or beneficial [20]. In this sense, LLMs are
both a reflection of and a contributor to shifting community
behaviors, providing alternatives when human guidance is
constrained by time, availability, or interpersonal challenges.

Together these factors leave professionals in a difficult
position: learning to leverage powerful tools with minimal
guidance while navigating potential stigma, risk of errors, and
the fear of being left behind.

8.2 Need for Future Work

Our interview study offers an initial glimpse into how per-
ceived stigma around LLM use may influence collaboration
and everyday practice in the cybersecurity workforce. Given
the historically central role of collaboration and mentorship
in this domain, future research is nonetheless needed to un-
derstand the long-term community impacts of LLM adoption,
including when such shifts may be beneficial, detrimental, or
both. This need is further underscored by the lack of consen-
sus on how generative AI affects workplace social dynamics
in adjacent fields. Giray et al. [21], for instance, reported no
agreement among software engineers on whether gen-AI re-
duced human interactions or increases isolation. Meanwhile,
Dell’Acqua et al. [13] found that individuals working with AI
can perform at levels comparable to an entire team, suggesting
a diminished need for human collaboration. Our findings di-
verge from both: participants in our study described emerging
feelings of isolation alongside a need for human collaboration.

These discrepancies may reflect differences in study
populations—particularly cross-national difference in work
culture—as well as methodological approach. Both prior stud-
ies relied on surveys, whereas our interview-based methodol-
ogy proved instrumental in surfacing the nuanced, experience-

based concerns reported in Section 6—such as stigma and
reluctance to disclose AI use—dimensions that surveys alone
can struggle to capture [47]. We therefore strongly encourage
the adoption of qualitative interview methods in future work
seeking to examine these dynamics in greater depth. With
these considerations in mind, we outline several promising
directions for future research below.

Further research is needed to inform the development of
clear guidelines and best practices for effective and appro-
priate LLM use in cybersecurity contexts. Importantly, well
defined norms could facilitate more specific, evidence-based
critique of potentially inappropriate LLM use cases, and help
displace the kind of generalized stigma our participants de-
scribed. Complementing such efforts, larger-scale and longer-
term studies would allow for a more granular examination of
practitioners’ perspectives. Large-scale studies could illumi-
nate relationships between organizational culture, prevailing
norms, and experiences of stigma or collaboration, while lon-
gitudinal research could track how teams and security sub-
communities adapt to LLMs over time.

Future work should also explore when and how to foster col-
laborative environments in the era of AI, also recommended
by [21]. For example, do practitioners want to reintroduce
more human collaboration, and if so, on which tasks, and how?
Key questions include whether existing knowledge sharing
mechanisms such as regular meetings, workshops, challenges,
and discussion boards remain effective; what practitioners
expect from collaborative tools; and which approaches best
support learning and transparency. Research could also exam-
ine whether specific interface designs or tools can facilitate
collaboration or reduce stigma, enabling more open and pro-
ductive LLM use within teams.

Addressing these questions can guide the development of
best practices, organizational strategies, and technological
solutions that promote intentional, responsible, transparent,
and socially supported adoption of LLMs in cybersecurity.

9 Conclusion

We interviewed 28 cybersecurity practitioners to investigate
the impact of LLMs on the cybersecurity workforce. We
examined organizational policies and guidance, as well as per-
ceived risks and challenges, and the strategies practitioners
use to address them. We find that policies governing LLM
usage are often unclear, and guidance generally absent. Prac-
titioners apply LLMs to a wide range of security tasks, but
face significant challenges related to trust. More importantly,
we find that cybersecurity practitioners experience a fear of
judgement regarding AI use, which is shifting the culture
from collaboration toward individualism.
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A Interview Protocol

Thank you again for participating in this study. As a reminder,
this interview will be audio recorded. If at any point you feel
uncomfortable, you can let me know and we can pause, skip a
question, or stop altogether. Do you give me consent to begin?

I’d like to begin by reviewing some of the information
you provided in the questionnaire. This is a standard step
we take with all participants. It’s important for the integrity
of the study that we have accurate background information,
and I want to make sure we categorize your responses cor-
rectly. Regardless of the details, we’ll still be able to conduct
the interview, this is just about making sure our records are
precise.

To confirm, how many years of professional experience do
you have in a cybersecurity role? What formal education, train-
ing, or certifications have you completed to prepare for this
role, and in which year(s) did that take place? To get a clearer
picture of your current work, could you please describe your
current position and specifically what cybersecurity-related
tasks or responsibilities you handle in that role?

A.1 Organizational Policy & Informal Guid-
ance

• When did you first start using LLMs for cyber-response
work and what prompted that adoption (personal curios-
ity, company directive, colleague suggestion, etc.)

• Did you have reservations at the start? If so, what were
they?

• Since you began using them, has your perspective
changed on LLMs changed

• Which LLM services or platforms do you currently use,
and how are you accessing it? (e.g., via API, web inter-
face, or another method).

• How common is LLM usage among your peers and
coworkers?

• Are there any formal or informal policies at your com-
pany about using AI or LLMs?

• To experienced participant: Would you recommend that
someone new to cybersecurity use LLMs? Why or why
not?

• To novice participant: Were you encouraged or discour-
aged by senior staff or management to use LLMs for your

day to day tasks that involve cybersecurity knowledge
(such as analyzing malware, writing signatures, drafting
threat intelligence reports, or similar tasks)? Did they
provide a reasoning? Did you ever receive conflicting
advice?

• Have you taken any courses on prompting? How confi-
dent are you about your ability to prompt?

• Do members of your team currently use LLMs to help
generate threat-intel or executive reports? If so, is there
any formal policy or guidance governing that use?

A.2 Use cases, Challenges & Perception of Risk
• What specific tasks do you apply them to, and how has

that changed your day-to-day workflow? Can you pro-
vide an example of a prompt that you use?

• Task by task, how well do LLMs perform for you? Where
do they excel and where do they fall short?

• Can you recall an instance where an LLM helped detect
or mitigate a threat? If so, what happened?

• Can you recall an instance where the use of an LLM had
a negative impact your organization?

• What’s the first thing you do when you receive an LLM
output?

• Do you have a process for verifying or double-checking
those results? If so, could you walk me through the steps?

• Are you confident in your ability to detect if it’s correct?
How do you measure if its good or bad? is it easy or
hard?

• Are there specific aspects of an LLM’s output that raise
or lower your confidence in its accuracy?

• Have you encountered problematic outputs? How did
you detect and mitigate them?

• How do you decide when to use LLMs and when to
manually do the task?

• Roughly how much time or resources did you invest, and
was the benefit worth that effort? Why or why not?

• Do you see any possible risks or concerns when using
LLMs in your day-to-day job? If so, what are they?

• Are you ever worried about data leakage when entering
proprietary or confidential information into an LLM? If
yes, how do you mitigate that risk?

• Have you ever had an instance where an LLM
LLM-assisted report contained an error? If so could you
walk me through that instance? How was the problem
detected, corrected, and communicated upstream?



A.3 Future Outlook
• Do you foresee LLMs automating other parts of your

role soon? Which ones?

• Which tasks do you believe will always require human
judgment rather than automation, and why?

• Overall what improvements would you most like to see
in LLMs?

• Is there anything in particular you’re curious to learn
from the other people taking part in this study?



B Participants

ID Years of exp. Responsibilities Usage frequency Org. Type Team Size

P1 30 Incident response Daily Technology 11-50

P2 9 Threat detection; Incident response A few times a week Cybersecurity 51+

P3 20 Risk management Daily Technology 1

P4 15 Threat detection Daily Technology 11-50

P5 12 Penetration testing; Red teaming Daily Finance 11-50

P6 3 Threat detection Daily Technology 11-50

P7 15 Penetration testing; Red teaming Daily Cybersecurity 2-10

P8 10 Malware analysis A few times a month Technology 51+

P9 6 Compliance; Risk management A few times a week Government 2-10

P10 35 Threat modeling; Consulting A few times a week Technology 2-10

P11 9 Secure development Daily Technology 51+

P12 6 Penetration testing; Threat hunting A few times a month Government 11-50

P13 10 Security training Daily Aerospace 51+

P14 1 Compliance; Penetration testing A few times a week Technology Large

P15 3 Threat intelligence A few times a week Technology 11-50

P16 <1 Penetration testing; Threat intelligence A few times a month Healthcare 11-50

P17 3.5 Threat detection Daily Technology 51+

P18 2 Compliance; Consulting Daily Technology 1

P19 2 Red teaming; Threat hunting A few times a week Government 51+

P20 1 Penetration testing Daily Technology 51+

P21 1.5 Threat detection; Triage Daily Academia 2-10

P22 3 Penetration testing A few times a week Technology 11-50

P23 1 Incident response; Threat hunting; Triage Daily Finance 51+

P24 <1 Incident response; Triage Daily Finance 51+

P25 1 Compliance; Risk management Daily Academia 11-50

P26 1 IT; Security audit Daily Academia 11-50

P27 3.5 Threat detection; Incident response Daily Finance 2-10

P28 1.5 Incident response A few times a week Consulting 51+

Table 2: Participants. P14, who works at a large organization, declined to specify the size of the cybersecurity team.
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